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Abstract

Safety-critical, cyber-physical systems may pose a threat to their environment, potentially
causing harm to or even loss of human lives. A common approach to ensuring the safety
of a cyber-physical system, is formulating a safety case, which consists of a set of claims,
which is backed by arguments and collected evidence. For a complex system operating in
a dynamic and unpredictable environment, producing this evidence by means of traditional
methods is challenging. An alternative approach is to create models and use simulation to
test the system safety under different conditions. Due to the heterogeneous nature of the
system’s mechanical, electrical and software components, it can be challenging to create a
single monolithic model of the system. Co-simulation provides a solution to this by enabling
simulation of the entire system using models of its parts.

This thesis proposes a safety case development process which incorporates co-simulation
in the creation of evidence. The proposed process describes when it is suitable to use co-
simulation in the development process, and how the co-simulation results can be used as
safety evidence. The proposed process is demonstrated on a case study of an autonomous
combine harvester.
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Chapter 1

Introduction

1.1 Overview

The level of automation in systems is increasing, causing the complexity of these systems to
increase simultaneously. Many autonomous systems operate in environments with humans
and other living creatures. If such systems fail they may pose a threat to their surroundings,
thus they are called safety-critical systems [1].

Developing safety-critical systems is a complex and time-consuming process, where a large
amount of effort is spent on designing, testing and demonstrating the system is sufficiently
safe to deploy |1]. The verification of such systems is not an easy task, due to the complexity
of the system and its operating environment. For example, verifying the safety of an aircraft
during a thunderstorm is both difficult and unethical to test. It would require flying in these
specific weather conditions and pilots willing to risk their lives to fly the aircraft |2]. The
cost of developing safety-critical systems with current technologies is high, and therefore
alternative technologies should be investigated [1].

As [1] and [3] conclude in their research, alternative methods for the development and veri-
fication of safety-critical systems must be explored. Modern technologies which potentially
can be incorporated in the development process of a safety-critical system are model-based
systems engineering, formal verification, simulation and [3]. The ISO 26262
standard describes methods to ensure the functional safety of autonomous vehicles, where
for highly automated systems it is recommended to perform simulations to verify the system
safety [4]. Simulation is defined as the operation of the model of a system. Simulations allow
configuring the parameters of the model, allowing to perform experiments [5]. [Co-simulation|
can be defined as simulating a system, using various models developed using different tools.
A engine exchanges the data between the different models, and each tool which
the model was developed in, must progress the model in time. [Co-simulation| allows using
models from different [Original Equipment Manufacturers (OEME), which are developed in
different tools.

This thesis project defines a process for the development of safety-critical systems, which
incorporates modelling and for the assurance of such systems. This process
will be used in the development of the safety case of an autonomous combine harvester,
which consists of several components manufactured different [OEMk. Figure gives an
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1.2. Motivation

overview of the main stages in the development process. By incorporating in
the assurance of safety-critical systems, it allows testing such systems in environments that
would either be too difficult, expensive or unethical to test the real physical system in.

I Newly identified hazards .1

v

—8 - F——

Fault tree analysis Safety g“é:’i.als scenario design Co-simulate
in GSN

v A2

Co-simulation
results Fulfilled evidence
in GSN

E3 Safety improvements required [

Figure 1.1: An overview of the method of developing a safety case using co-simulation in the
development process. The complete process is explained in chapter @

1.2 Motivation

To determine the safety properties of a system, a safety case will typically be created. The
purpose of a safety case is to demonstrate that all the necessary precautions regarding
the system safety have been taken. A safety case consists of safety goals, evidence that
supports these goals, and arguments that describe the connection between the goals and the
safety goals. The evidence in such safety cases can be obtained using different techniques,
such as hazard logs of the operation of similar systems or mathematical proofs of specific
characteristics of the system [6]. Subsection describes the case study used in this thesis
project. The case study will be presented for the reader to better understand the background
of this thesis and what the challenges of developing such a system may be with regards to
its safety aspects.

The motivation for this thesis is to propose a development process suitable for autonomous
systems with focus on obtaining evidence, from [co-simulationk of a model of the system. This
thesis incorporates into the development process of a safety-critical system to
demonstrate how and when it is reasonable to use it.

Using for assurance of the system allows the system to be tested in specific
environments, that in the real world may be difficult to realize and re-validate. It also allows
testing the system under conditions that may not be feasible to test on the real system.

It is important to consider when it is advantageous to use results as evidence
compared to other types of evidence. The subsection [I.2.2] gives an overview of when it is
suitable to use and describes some of the resulting challenges.

1.2.1 Case Study

The case study is based on the development of an autonomous combine harvester. The
purpose of the system is to harvest crops without the need for a driver to control the vehicle.
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1.2. Motivation

Figure [I.2] depicts a combine harvester. Such a combine harvester can be more than 10
meters long and more than 3 meters wide [7]. Combine harvesters are heavy vehicles that
may potentially weigh more than 15 tons [§]. The system to be developed will be referred
to using the acronym [ACH]| throughout this thesis.

ARG gER S

Figure 1.2: A 3D model of a combine harvester, specifically the Fendt IDEAL 9T. This
image was taken using the Fendt IDEAL AR app.

The vehicle will be driving on crop fields without the requirement of a human monitoring
this process. The system will only drive autonomously within the boundary of the crop field
which is specified by the operator. Outside this boundary a driver is required to control
the vehicle. This means that the software and hardware of the [ACH] is developed with
focus on the system driving autonomously in crop fields, and for example not on roads with
autonomous cars.

The system will mainly be operating in dry weather conditions, but the system must be able
to drive in all types of weather conditions, i.e. rain, fog, etc. The system will be operating
both during day- and night-time, meaning different types of sensors and lights must be
mounted on the system.

The maximum speed of a combine harvester is approximately 40 km/h [9], where the op-
timum speed while harvesting is around 8 km/h. The speed of the harvester will vary
depending on the type of crop being harvested and depending on the soil conditions [10].
This type of autonomous system may pose a threat to living beings on the crop field, or
unripe crops that are not ready to harvest. The system therefore falls in the category of
safety-critical systems. Figure [I.3]illustrates a autonomous combine harvester, with sensors
used to observe its environment. As the figure shows, animals such as fawn may be hiding in
between the crops, making it difficult to detect these animals, and drive safely on the crop
field. Since the system must operate autonomously in a dynamic, unpredictable environment,
it is necessary to mount different types of sensors, such as cameras, LiDARs and radars, as
illustrated in figure [I.3] to ensure detecting obstacles at different ranges.

The focus of this thesis is the autonomous part of the vehicle, where the safety must be
ensured. Some of the main challenges of developing such a safety-critical system are testing
the system in:

e Controlled environments, for example testing the system in specific weather conditions.
To be able to test this, it would require waiting for the correct weather conditions and
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Figure 1.3: An illustration of the autonomous combine harvester to be developed. The

combine harvester must drive autonomously in a crop field, using various sensors to observe
its environment. The sensors are shown on the combine harvester.

waiting for the crops to be ripe or ready to harvest.

e Scenarios where a living being is on the field. For example testing the safety of the
system when there may be living creatures camouflaged or hiding in bale. Performing
this test is unethical, since the system is still under development, where there is a
potential for the system to not operate safely in these conditions, potentially running
over living creatures.

These challenges are some main reasons for attempting to incorporate in the
development of the safety-critical [ACH| The main idea is to perform [co-simulations of the

[ACH] and use these [co-simulation] results as evidence in the safety case.

1.2.2 Using Co-simulation

In general when working with a problem where there is an aspect of uncertainty in a random
manner, it is suitable to model and simulate this . Simulation is limited to models that are
developed in the same tool. Co-simulation extends simulation, with the ability to simulate
models developed in different tools. This makes more models available for reuse in co-
simulation compared to simulation.

The descriptions of when it is suitable to use simulation for a problem, described in [5| can

also be extended to related to safety-critical systems:

e Impossible, unethical or expensive to test the behaviour of a system in the real world.
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1.3. Goal

e Too difficult or impossible to create a mathematical proof that can be used as evidence
to support safety goals.

e Expensive or difficult to validate the mathematical model of the system.

|Co-simulation| may be a time-consuming process considering the maturity of the currently
available tools |11} [12].
There are a number of challenges when performing simulations, as described in [5], where

some of these challenges can be extended to [co-simulation}

e Using|co-simulation|in a case where using an analytical solution is appropriate and less
time-consuming. For example if evidence is being constructed to prove a geometric

characteristic, then using a geometry proof will be more suitable than performing a

lco-simulation]

e Ensuring the model of the system is valid. When modelling a system, necessary as-
sumptions are made, and therefore it can be difficult to ensure the complete validity
of the model.

e Determining how the environment affects the real system and how modelling this can
be accomplished in a faithful manner.

Reviewing the advantages of co-simulation compared to the challenges, it is clear that these
challenges can be limited, by performing a thorough analysis before using co-simulation, and
by defining a thorough procedure for performing model validation.

1.3 Goal

The overall goal of this thesis project is to create a safety case development process that

incorporates results as evidence for supporting system safety claims.
This thesis describes the main steps that were taken to develop a safety case which incorpo-

rates [co-simulation] and the benefits and limitations of this process. The main goals of this
thesis are:

Goal 1: Define a procedure for incorporating into the development process of
a safety-critical system.

Goal 2: Demonstrate the feasibility of the process in the context of a case study.

Goal 3: Establish how safety-case analysis can be used to feed into the process of defining

lco-simulationl scenarios.

Goal 4: Improve personal research related skills and improve documentation skills of defin-
ing a development process.
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Figure 1.4: An illustration of the approach taken in this thesis, showing the main steps
performed.

1.4 Approach

The approach of this thesis, to reach the goals described above, is illustrated in figure
This is naturally not a sequential process, which means the steps will mainly be performed
in the given order, but can also be iterative. The description of each step of the approach
are:

Study safety case: Research what a safety case is, why and when it is used. Research the
development processes used to develop safety cases.

Construct safety case using |co-simulation: Construct a safety case for the case study.
The development of the safety case must incorporate [co-simulation| results as evidence.

Define development process: Based on the development process of the safety case con-
structed for the case study, define a safety case development process that incorporates

and describe the benefits and challenges.

Evaluate and write thesis: Evaluate the pros and cons of incorporating [co-simulation] to
the safety case development process performed on the case study, to determine in
which situations is suitable to use. Document the development process,
the benefits and the challenges, and create a guide describing the steps to perform in
the process.

1.5 Reading Guide

References: references are referred to using a number surrounded by square brackets, e.g.
[1]. This refers to the first referenced artefact, which can be found in the Reference
list of this thesis.

Glossary: The first occurrence of words described in the glossary, is denoted by the italic
font style followed by a superscript of 7. An example of this is |cyber-physical system™|
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1.6. Structure

Acronyms: Acronyms consisting of multiple words will be expressed with capital letters,
after introducing the long version of the acronym first. For example the first time
the acronym is introduced in a chapter, it will be written as follows: |Cyber-Physical|
. The second time the acronym is used in the same chapter, it will be
written as [CPS

Quotations: When a quotation is used directly from literature, it is written in italic and
surrounded by quotation marks. An example illustrating the style of a quotation is
“This 1s an example of a quotation”.

Emphasize: Emphasized words or names are written with quotation marks. An example
illustrating an emphasized word is "emphasized".

Numbering of Figures, Listings and Tables: Figures, listings and tables are referred
to using their name, followed by the chapter number and a period, followed by the
figure number of that chapter. For example the first figure in chapter 1, would be
referenced as figure 1.1.

Code Elements: Elements of code are written using a listing, with coloured text indicating
the keywords of the used programming language. An example of a code element written
in Python is illustrated in the listing below.

def my_example_function(a,b):
c =a+b
return c¢

Listing 1.1: An example of a code element written in Python.

1.6 Structure

This section describes the structure of the thesis. Figure [LF illustrates how the different
chapters are connected to each other. For example chapter 2| describes the background theory,
and therefore it must be read to understand the following chapters. Chapter [5] describes the
process developed in this thesis, which is based on the work accomplished in chapters [3]
and [ Chapter [6] presents concluding remarks on this thesis project.

Chapter 2: Describes the theory that is necessary to understand the concepts used in this
thesis.

Chapter 3: This chapter describes the main outcome of the safety analysis performed on
the case study. It describes the safety goals, evidence and safety arguments that are
required to demonstrate the safety of the system. Details of the safety analysis can be
found in appendices [A] and [B]

Chapter 4: This chapter describes how to define scenarios from the outcome

of the safety analysis. It then describes how the system, and the chosen scenarios are
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A Co-Simulation Based Approach for Developing Safety-Critical Systems
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Figure 1.5: An illustration of the structure of the chapters in this thesis.

modelled. [Co-simulationk of the system in the specified scenarios are performed, and
the results of these are used as evidence in the safety case. Details of the models and

co-simulationg can be found in appendix [C]

Chapter 5: This chapter gives an overview of the process defined in this thesis. It docu-
ments a guide on how to apply this process when developing a safety case, and explains

the pros and cons of using [co-simulation| in such a process.

Chapter 6: This chapter concludes the work of this thesis, and briefly describes potential
future work areas.

Appendix A: This appendix contains the details of the safety analysis performed on the
system, consisting among others of the system description and relevant safety standards
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used for defining safety requirements. This is part of the safety analysis performed in
chapter [3]

Appendix B: This appendix contains the full hazard analysis performed on the system.
This is part of the safety analysis performed in chapter [3]

Appendix C: This appendix contains details on the modelling and tools used
and the [FMUg modelled in this thesis. This is part of the model design performed in
chapter [4
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Chapter 2

Background

2.1 Introduction

This chapter describes the background information required to understand the work of this
thesis project. Section describes what a safety-critical system is, followed by section
which describes the main components of a safety case . Finally, section gives a brief

overview of the concept of modelling and performing [co-simulationk.

2.2 Safety-Critical Systems

A safety-critical system is a system which if fails, may have catastrophic consequences which
may cost human lives, or result in damaging property or the environment. Examples of such
systems are medical devices, avionic systems and self-driving cars. Fach of these examples
contains software that controls parts of the physical system.

One of the main challenges in safety-critical systems is assuring the safety of the system.
There are multiple factors that may play a role in the system safety, among others software
failures, inconsistent or incomplete system requirements, and system design errors [6].
Analysing the safety of software in safety-critical systems may be a demanding process,
especially in cases where the software consists of thousands of lines of code [1]. It only takes
one of these lines of code to contain an error for the system to possibly end in an unsafe
state.

If the system requirements are incomplete or inconsistent, the software may contain these
inconsistencies, which may lead to the system changing to an undefined state, where it may
be unsafe.

An example of a safety-critical system which ended in an unsafe state due to system design
errors, is the Lufthansa Flight 29047 which ended with running off the edge of the runway
and catching fire. A safety feature in the plane did not allow it to brake in the first few
seconds after it landed on the runway. The cause of this was due to the stormy weather
conditions, that were not taken into account during the system design [6]. This shows that

'https://en.wikipedia.org/wiki/Lufthansa_Flight_2904
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2.3. Safety Case

even in cases where no software failures occur, safety-critical systems can end in unsafe
situations.

Many safety-critical systems are [Cyber-Physical Systemb (CPSk), which operate in dynamic
environments. This adds a complexity to the development of such systems, since they must
be able to operate safely under different potential environmental conditions that may occur.
These examples illustrate the necessity of ensuring the safety of such systems before deploying
them to the market. Many safety-critical systems are regulated by government bodies to
ensure these systems are safe to deploy [6]. The next section describes a method used to
demonstrate the safety of such systems.

2.3 Safety Case

This section describes what a safety case is and specifies some of the main tools used in
developing a safety case. Subsection [2.3.1| gives an overview of a safety case and what it is
used for. Then subsections [2.3.2 and [2.3.3] describe two of the main components of a safety
case that are used in this thesis, hazards and risk assessment. Afterwards, subsection [2.3.4
describes a graphical notation for demonstrating a safety case. Finally, subsection gives
an overview of the development process of a safety case.

2.3.1 Overview

Safety cases are typically used to demonstrate to a government regulatory body that a
developed system can operate safely in a specified environment [6].
A safety case is defined as [13]:

“A documented body of evidence that provides a convincing and valid argument that a
system is adequately safe for a given application in a given environment.”

The three main elements of a safety case are |13, 14]:

Claim: this may be a claim about the safety of the system or its subsystems. It may also
be a safety requirement. An example of a system claim is "The system can tolerate
single component failures".

Evidence: this is used to support the claims about the safety of the system. Evidence can
for example be facts based on research or assumptions that are necessary. An example
of using a fact as evidence is using a hazard log from a similar already deployed
system, to prove that no hazards occurred, or that the hazards that may occur are
registered and the system is designed to take care of these cases. An example of using
an assumption as evidence is using the [mean time to failure™ of a component as part
of how safe the system is.

Argument: the argument is used to connect the evidence with the safety claims, and de-
scribe how the evidence supports these safety claims.
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2.3. Safety Case

Examples of the documents created throughout the development of a safety case are system
descriptions, hazard analysis, system requirements, static analysis of the code, development
processes used, the competences of the developers etc. [6]. The subsections below describe
the main elements of the safety case that have been used in this thesis.

2.3.2 Hazards

This section describes the main characteristics of hazards in safety cases.

A hazard is defined as a system condition which can lead to the injury of human(s), damage
to property or the environment. If a system is in a hazardous state, it does not imply that
an accident will occur, but merely that if the right environmental conditions take place, then
an accident may occur |6, |15].

Potential hazards in a safety-critical system are typically identified while designing the sys-
tem. This is done by researching safety standards related to the system category, working
with domain experts, and researching identified hazards in similar systems [6]. In the devel-
opment process of safety-critical systems, improvements will typically be made, leading to a
change in the system design. As the system design evolves, the hazards associated with the
system will potentially change, meaning that a hazard identification must be performed on
the evolved system design. Hazard identification is an iterative process as additional hazards
may be identified during the development of the system [16].

The analysis of hazards is determining the potential root causes of events leading to the
occurrence of the hazard. There are two main approaches for analysing hazards: top-down
and bottom-up approaches. The top-down approach starts with a hazard and moves towards
events that can lead to this hazard. The bottom-up approach starts with component failures
and moves towards a hazard that may result from this failure.

A common top-down technique used is fault-tree analysis, where the events that may lead
to the occurrence of the hazard are presented graphically using AND and OR gates [6].

2.3.3 Risk Assessment

Risk assessment is based on determining the severity and likelihood of the identified hazards.
When determining the risk of a hazard it should be based on the operation of the whole
system.

Risk assessment is used to determine the level of threat that each hazard poses, in order
to establish a mitigation plan for each hazard [17]. There are three main categories in risk
assessment [6]:

Intolerable: this describes events that pose a threat to human life and must not lead to an
accident. The system must either be designed to mitigate the hazards from occurring
or to change the system behavior when the hazards, in this risk category, occur to
avoid any accidents.

|As low as reasonably practicall (ALARP)): this describes events that are either less se-
rious than the intolerable ones, or have a much lower probability of occurrence. The

AARHUS
/\J UNIVERSITY

12 DEPARTMENT OF ENGINEERING



2.3. Safety Case

Argument by
elimination of all
hazards

System can
tolerate single ault Tree
component for Ha?zard
failures H1

Goal Solution Strategy

All Identified
System
Hazards

Undeveloped Goal

Context (to be developed further)

Figure 2.1: The principal elements used in GSN. The figure is taken from [14].

mitigation of these types of hazards must be as low as reasonably practical, considering
the risk and the costs associated with the mitigation of the hazard.

Acceptable: this describes events which result in minor damages. The system should be
designed to reduce the hazards associated with these events, if possible to do so without
a significant increase in the cost of developing the system.

2.3.4 Goal Structuring Notation

Many safety arguments are presented in plain text with long descriptions of how the evidence
supports the safety claims. In many cases this is manageable for the regulator to read through
and understand the connections between the evidence and claims. Unfortunately in other
cases the text is written in a complicated way, either making it difficult to clearly understand
the arguments or potentially leading to a misunderstanding of the information.

The structured technique|[Goal Structuring Notation| (GSN]) attempts to solve these potential
misunderstandings. The purpose of using [GSN], is that the graphical structure can explicitly
show how the goal (claim) is split up into smaller goals, for which specific solutions and
strategies are used to fulfill [14].

The three main elements of a safety case, evidence, claims and arguments are all presented in
a[GSN] The five principal elements used in [GSN] are shown in figure 2.1} The goal element
corresponds to the safety claim, the strategy element corresponds to the argumentation
which explains how a claim may be connected to a sub-claim or evidence. The solution
element corresponds to the evidence that supports the safety claim. The context element
describes the context of the goals, for example the context may describe the system scope
or operational role |18, |14].

2.3.5 Development Process

In a number of systems, the safety cases are first developed after the physical system is
designed and implemented. If issues are found during the development of the safety case,
it may require redesign of the system [14]. This may be expensive depending on how far in
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2.4. Modelling and Co-simulation

the development process the system is. If it is at the end of its life cycle, then it may be
cumbersome to re-design the system in order to ensure its safety.

To avoid redesigning the system in the end of its development life cycle, it may in some
cases be convenient to follow a phased safety case development process. A phased process
divides the safety cases of the system into three main stages (or three main safety cases)
which need to be developed simultaneously with the development of the system itself. If the
development of a safety case is initiated at the beginning of the development process of the
system, then there is a better chance for the design of the system to incorporate necessary
safety mechanisms |19, 20].

The three main stages of a phased safety case development process are the Preliminary,
Interim and Operational safety cases [19,[21} 20]. The Preliminary safety case is the first stage
in the process of creating a phased safety case, followed by the Interim and the Operational
safety cases. Figure demonstrates the effort that used in each of these stages.

»

Effort 4

\4

Preliminary| Interim | Operational

Figure 2.2: An illustration of the order the different safety phases are developed and the
effort spent on developing each of the phased safety cases.

A phased safety case is suitable to employ when a novel system is being developed or a novel
safety argument is being used. The uncertainty in a novel system occurs when new tech-
nologies are used, while the uncertainty in novel safety arguments occurs when they deviate
from current standards or if novel forms of evidence are used [20]. The main advantages of
using a phased safety case process are [19] 21|:

e Gradually developing the safety case, with possibility to regularly get feedback from
the regulator.

e Avoid redesign of the system after implementation in order to comply to safety require-
ments and standards.

2.4 Modelling and Co-simulation
This section describes the concepts of modelling and [co-simulation] Subsection briefly

describes what modelling means, followed by subsection [2.4.2] which describes the concept

of Finally, subsection [2.4.3] describes a standard used for interfacing models
that can be run in a engine.

AARHUS
/\J UNIVERSITY

14 DEPARTMENT OF ENGINEERING



2.4. Modelling and Co-simulation

2.4.1 Modelling

Modelling is the process of creating a model that represents a system. A model is defined
by J. Van Amerongen as [22]:

“A simplified description of a system, just complex enough to describe or study the
phenomena that are relevant for our problem context.”

As the definition describes, a model should be complex enough to represent the most inter-
esting characteristics of a system, but at the same time simple enough to understand and
experiment with. The complexity of a system model should be increased iteratively with
time, in order to achieve a closer representation of the true system [5, [23].

It is important that the models that are created are valid representations of the system.
One model validation technique is simulating the model with defined inputs and testing the
true system with the same input values, then comparing the output of the system and the
model [5].

Models are used in many contexts, it may be to predict the stock market, or to analyse a
system’s behaviour under specific conditions. This thesis will focus on modelling a [CPS| to
perform simulation experiments.

2.4.2 Co-simulation

Simulations are valuable with the fact that it is possible to set up the model parameters and
simulate different experiments, which may be expensive or impractical to perform on the
true system. Simulation is typically used before the complete system has been developed,
to utilize the advantages of simulation when designing the system [5].

Many systems, such as [CPSk, consist of a physical process and a computational process.
The physical processes will typically be modelled as continuous-time models, while the com-
putational processes will typically be modelled as discrete-time models [24]. These models
will usually be created using different tools, and in order to simulate these models together
in one simulation, it is necessary to perform 12|. Figure illustrates how
a [co-simulafionl can combine models created in different tools and simulate them.
|Co-simulation| is the process of executing models realized in different tools simultaneously,
where the data exchange between these models is handled by a engine [24].
The main task of the engine is to progress time in the and handle
the information exchange between the models. Each tool is responsible for progressing its
own models in time.

For the engine to be able to read and write the values of the signals in each
model, these models must implement an interface such as the [Functional Mock-Up Interface

)

2.4.3 Functional Mock-up Interface

The [FM]]is a standard used for interfacing models that are used in [co-simulationk. A model
that implements the is called a |[Functional Mock-Up Unit| (FMU). An can be
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Figure 2.3: An illustration of how can combine [FMUE developed in three

different tools. The figure also illustrates which files an [FMU]| contains. Specifically, an XML
file that declares the interface of the [FMU] which primarily consists of inputs, outputs,
parameters, and which tool the [FMU]|is developed in. Also a shared library containing the

functionality of the [FMU}

generated by many tools that support this feature. The generated [FMU] can then be used
together in a |co-simulation| of a complete system or subsystem.

The [FM]] standard for defines a number of functions for creation, initialization
and termination of the [FMUg. The generated [FMU] consists of a zip-file including all the
necessary information in order to run the [FMUlin a [co-simulationl An example of one of the
files that are contained in an[FMU], is an XML-file with definition of parameters
and information about the model [25]|. Figure [2.3|illustrates how the standard can be
used to encapsulate models, allowing to use these models as black-boxes, with only the
interface of these models being visible. This aspect of encapsulating the code of a model,
makes it possible for [Original Equipment Manufacturers (OEME) to share models of their
equipment, and still protect their intellectual property.
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Chapter 3

Safety Case Analysis

3.1 Introduction

Safety-critical systems may damage the environment around them due to component fail-
ure(s), erroneous use of the system and various other causes. It is of high importance that
a safety-critical system is properly designed and validated to avoid dangerous scenarios.

In order to assure the safety of a system, a safety case will usually be constructed when
developing a safety-critical system. A typical safety case consists of multiple documents,
attempting to assure the reader that the system is safe to deploy [6].

This chapter presents the relevant parts of the initial safety case analysis created for the
[Autonomous Combine Harvester] (ACH). Section gives an overview of a safety case, and
describes the steps that will be carried out in this thesis. Afterwards, section describes
the identified hazards, followed by section [3.4] which describes the risks of each hazard.
Finally, section [3.5] describes the focus of the safety case in this thesis project, followed by a
graphical representation of the safety case using in section [3.6

3.2 Safety Case Overview

This section will give an overview of the steps taken for constructing a safety case of the[ACH]|
Subsection [3.2.1] describes the motivation for choosing a phased-safety case development
process, and explains why a preliminary safety case will be developed. Subsection [3.2.2
describes the main stages of a preliminary safety case and the stages directly associated with

the |Goal Structuring Notation| (GSNJ).

3.2.1 Preliminary Safety Case

The [ACH]is a complex system consisting of hardware, software and mechanical parts, which
all need to cooperate for the system to be able to provide its services. Before starting
the development of a safety case, it is necessary to consider which safety case development
process is appropriate to use.
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3.3. Hazard Analysis

There exist systems that are in a familiar category of the case study, for example autonomous
cars, and combine harvesters that are partially automated, with for example automatic path
planning. There is a difference between these systems and a fully autonomous combine
harvester. There currently do, to our knowledge, not exist any similar systems with specific
and thorough safety standards that can directly be followed. Therefore, the most convenient
method to use is the phased safety case development process. The first phase consists of
developing the preliminary safety case. The preliminary safety case is developed before a
detailed system design, meaning that the safety of the system is defined at a high level |21].

3.2.2 Safety Case Stages

An overview of the main stages of the preliminary safety case are shown in figure [3.1] The
main stages have been adopted from combining the traditional steps in a safety case [21]
and the steps defined in a traditional [14].

As the figure shows, the [GSN| can be directly used as part of the safety case. The first
phase focuses on gathering information about the system and its hazards. The second
phase is associated with defining safety objectives and producing evidence that shows these
objectives are satisfied.

Main Stages of a Safety Case

System - Hazard Risk Safety
Description d Analysis Assessment Objectives

A 4
\ 4
A 4

Arguments Evidence

Y

Goal Structuring Notation

Figure 3.1: The main stages of a safety case, which are relevant for this thesis project.

The following sections describe the most relevant information acquired during the early
phases of the safety case. Appendix [A] contains more details of the findings of this phase.
The system was described above in section [I.2.1] and will therefore not be described in this
chapter.

3.3 Hazard Analysis

The definitions of a hazard and its analysis were introduced in section [2.3.2] There cur-
rently does, to our knowledge, not exist a detailed hazard analysis for autonomous combine
harvesters that is publicly available. Therefore, other approaches for defining these hazards
have been applied.

In order to define a thorough preliminary hazard analysis, domain expertise is required |17].
To obtain this, discussions with an engineer from the company [AGCO]were organized. Safety
standards related to autonomous road vehicles and combine harvesters were studied, to read
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more about the outcome of these standards, see appendix[A.3] The outcome of the research
lead to defining the following identified hazards:

H1: Collision with object.

H2: Damage to unharvested crops.
H3: Fire ignition.

H4: Damage to harvesting machinery.

H5: Contamination of harvested crops.

In this analysis a top-down approach is used, where a fault tree analysis of each hazard is
performed, to determine the events and root causes. A full analysis of each of the hazards
listed above can be found in appendix [B]

3.4 Risk Assessment

The theory of risk assessment was described above in section [3.4] The risk of each hazard
is defined by determining the probability of the occurrence of the hazard, combined with
the severity of the accident that will occur due to the hazard [6]. The risk analysis of
each identified hazard is shown in table 3.1 The acceptability column in the table denotes
how serious the effect of the hazard may be. In this case there are three different levels:
intolerable, [ALARP]| and acceptable. These definitions can be used to determine which risks
must be prioritized to spend time on reducing.

The risks proposed in this table are the risks of the hazards before defining any risk reduction
mechanisms. The descriptions for choosing the specific values for each of the columns in the
table can be found in appendix [A.4]

Identified Hazard Hazard proba- | Accident | Estimated| Acceptability
bility severity risk

H1: Collision with object Medium High High Intolerable

H2: Damage to unharvested | Low Medium Medium ALARP

crops

H3: Fire ignition Low High High Intolerable

H4: Damage to harvesting | Low Medium Medium ALARP

machinery

H5: Contamination of har- | Low Medium Medium ALARP

vested crops

Table 3.1: Risk assessment of the identified hazards.

It is important to note that the specific risk of a hazard is arbitrary and may vary depending
on where in the world, the system will be developed or used. For example, the probability and

AARHUS
/\J UNIVERSITY

19 DEPARTMENT OF ENGINEERING



3.5. Safety Focus

severity of the combine harvester catching fire is lower in a country like Denmark, compared
to a country like Australia. In that case it makes sense to set the estimated risk to high, as
the system must operate safely irregardless of which country it is operating in.

3.5 Safety Focus

This section describes the scope of the safety case in this thesis and relates the safety case
to Subsection [3.5.1] describes the scope of the safety cases, describing which
hazard will be the main focus. Afterwards, subsection [3.5.2] presents an analysis of the
chosen hazard. Finally, subsection [3.5.3|describes the challenges of using traditional evidence
creation techniques, and motivates the use of in the safety case.

3.5.1 Scope

Only a few of the system hazards have been included in this Master thesis, since the focus
is mainly on the process. If a full hazard analysis was conducted, there would be a larger
amount of hazards, that all would need to be considered. By performing a risk assessment
of each identified hazard, it is possible to determine which hazards impose a high risk, and
therefore must be further analysed.

The risk assessment in section above, shows that two of the hazards have a high risk,
and the others have a medium risk. The focus should be on the hazards with a high risk,
which are H1 and H3. H1 can be mitigated using software, redundant sensors, and creating
algorithms that increase the probability of the system detecting an obstacle and braking
before collision. H3 can be mitigated using mechanics isolating the parts of the system that
may become too hot, decreasing the probability of a fire occurring. The most relevant of
these two hazards to work further on with is H1, since it can be mitigated by
software algorithms. Therefore, H1 will be the focus of the safety case for this thesis, and will
be used to demonstrate the complete process of developing a safety case using
and [Goal Structuring Notation| (GSN]).

3.5.2 Analysis of Hazard

The following paragraphs will contain relevant parts of the analysis of H1: Collision with
object.

H1 describes the case where the vehicle collides with an object. Figure 3.2 shows the first
part of the fault tree analysis of the hazard. The descriptions of each system state and root
cause related to H1 can be found in appendix [B.2l The fault tree shows that there are five
system states that may lead to the vehicle colliding with an object.

Moving further down the fault tree analysis of this hazard, the "Obstacle not detected by
sensor" event occurs due to various other events, such as "Decreased LiDAR performance"
or "Camera view obscured". The fault-tree analysis of these two events are illustrated in
figures and 3.4 As the diagrams illustrate, the events of dense fog or rain may decrease
the performance of the sensors, affecting the safety of the system |26, [27, 28], 29].
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H1: Collision with

Object

A

B

D

Obstacle not detected
by sensor

Obstacle detection
algorithm failure

E

Failure of braking
mechanism

Incorrect setup of
machine

Communication
failure between main
computer and
sensors/actuators

Mounted header
different than
header selected in
software setup

D1

Power failure

E1

Figure 3.2: First part of the fault tree of H1 - Collision with Object.
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Figure 3.3: This fault tree shows the root causes for A1.2: Camera view obscured, and is a
continuation of the fault tree in figure [B.2]
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A2 v

Decreased LiDAR
performance

[

Heavy rain or
snow

Dense fog

A2.1 A22

Figure 3.4: This fault tree shows the root causes for A2: Decreased LiDAR performance,
and is a continuation of the fault tree in figure

The mitigation of this hazard can be carried out by adding a safety controller which receives
object data from sensors, and controls the speed of the system to ensure no collisions occur.
Figure [3.5]illustrates how such a subsystem can be created, and how the different components
affect each other. Table describes each of these components.

Object Detection » Safety Controller » Speed Controller
weather and
objects
speed/brake

Environment ﬂ) Vehicle dynamics

Figure 3.5: An overview of how the hazard, H1, may be mitigated using hardware and
software. The components in the yellow box denote the software and hardware related
mitigating the hazard. The Environment and Vehicle Dynamics components represent the
physical nature of the operating environment and system dynamics.

Figure[3.5]illustrates the complex interactions of a subsystem that can be used to mitigate H1.
Notice the interactions of the software /hardware components of the system, with the physical
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Subsystem Description

Object Detection This subsystem consists of a combination of sensors that detect
objects in the vehicle’s environment. The weather conditions
and other factors can affect the detection range and accuracy of
the subsystem.

Safety Controller This subsystem monitors data from the object detection subsys-
tem and the current braking distance, where it uses the informa-
tion to ensure the safety of the system by controlling the speed
of the vehicle. This can also be seen as a safety controller, that
will control the system as soon as it detects a potential unsafe
state.

Speed Controller This subsystem controls the speed and deceleration of the vehi-
cle. It uses the speed of the vehicle to calculate the braking dis-
tance, which is communicated to the Supervisory Control Logic
subsystem. Once this subsystem receives a brake signal, it will
affect the vehicle dynamics and brake the system.

Vehicle Dynamics This element describes the vehicle dynamics of the system, which
consists of the hardware and mechanical components. The ve-
hicle dynamics are affected by the environment it is operating
in. For example the amount of moisture in the soil under the
vehicle may affect the speed of the vehicle, therefore affecting its
dynamics.

Environment This element characterizes the physical environment the system
is operating in. For example, it describes the weather, the obsta-
cles in the vehicle’s path, and the soil that the vehicle is driving
on.

Table 3.2: Descriptions of the elements illustrated in figure

environment. These are complex interactions, which need to be analysed together in order

to produce valid evidence. This is where |co-simulation| can be used.

3.5.3 Motivation for using Co-simulation

This section describes the challenges of producing evidence using traditional methods, in
order to demonstrate the mitigation of hazard, H1. The motivation for using
for producing evidence is also described.

As section above describes, the mitigation of H1 can be carried out by creating a
subsystem with a safety controller, that receives inputs from sensors, and controls the vehicle.
Constructing evidence for such a system using traditional techniques is difficult due to a
number of aspects, which are described below. Using for producing evidence
will also be motivated for each of the challenges:

Complex subsystem interactions: The complex interactions of the subsystem are shown
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in figure [3.5], where it is clear that these interactions are between physical and software
components, which may be a demanding process to analyse. It may be difficult or
even impossible to mathematically prove this subsystem is safe, due to the interactions
with the environment. These subsystems can each be modelled, and the interactions
between them can be co-simulated.

Unethical or expensive tests: Constructing evidence for many systems may be carried
out by performing tests on the physical system. Some of these tests may be unethical,
expensive, or may damage the environment. Examples of such tests are ensuring the
system avoids collision when a living being is on its path. Testing such a scenario can

advantageously be performed using [co-simulation]

3.6 Formalizing the Goals of a Safety Case

The last stages of the safety case focus on defining safety objectives, constructing evidence
combined with an argument showing the system is safe. The following subsections will
illustrate an example of [GSN] then describe how the specific [GSN] example was built up
using the information obtained in the previous phases of the safety case. The principles of

[GSN] were introduced in section [2.3.4]
An overview of the initial GSN constructed for H1 is shown in figure [3.6

c2

ACH is the Autonomous Combine
Harvester, see section 1.2.1 for
system description and operating
conditions

G1
ACH avoids collision with
obstacles under normal
operating conditions

Fault-tree analysis of H1,
> see appendix B for further
details

S1 S2
Argument by omission
of all identified root
causes in H1 related
to subsystems

Argument by breakdown
over control system
architecture elements

Figure 3.6: The initial diagram with the top-level claim "The Autonomous Combine

Harvester avoids collision with obstacles under normal operating conditions".

The containing S1, can be seen in figure and was adapted from the safety case
pattern Control System Architecture Breakdown Argument [30]. It demonstrates the safety
goals of each of the components of the subsystem for mitigating H1, illustrated in figure
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G1
ACH avoids collision with
obstacles under normal
operating conditions

S1

Argument by breakdown
over control system
architecture elements

Subsystems are described in

ontrol System Architecture

G2 G3 G4
Obstacle detection
subsystem is acceptably
safe

<& <& <&

Figure 3.7: The diagram with the top-level claim "The Autonomous Combine Har-
vester avoids collision with obstacles under normal operating conditions", with details of S1
continuing the diagram in figure 3.6, This diagram contains the most relevant parts of the
[GSN] the full diagram can be seen in figure [A.2]

Braking subsystem is Supervisory controller logic
acceptably safe is acceptably safe

The [GSN| containing S2 is shown in figure 3.8] The is at a high abstraction level, which
means there are some details that are not included, for example only three of the root causes
are included in the diagram, and only one hazardous event, G5, is included. The reason for
this is that the focus of the thesis will only be on these included sub-goals. The evidence
in the diagram is dashed since it is not available yet, and is what will be developed in this
thesis.

Table describes the most relevant elements of the [GSNp presented in figures [3.6]
and 3.8
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G1
ACH avoids collision with
obstacles under normal
operating conditions

S2
Argument by omission
of all identified
hazardous events
in H1 related
to subsystems

Subsystems are described in

Al
All hazardous events related to
subsystems are identified

ontrol System Architecture

G5
The system can tolerate
decreased sensor
performance

Fault-tree analysis of H1,
see appendix B for further
details

S3

Argument by omission
of all identified root
causes of H1

A2

All root causes related to
subsystems are identified

G6 G7 G8
The system can tolerate
The system can tolerate The system can tolerate > SY
operating in dense fog operating in heavy rain inaccurate sensor
measurements
st T Tsn2 e L Se3
" Co-simulation / Co-simulation
/ o-swfnu a“O”f ' ;. Co-simulation ! results of scenarios
1results of dense fog | iresults of heavy rain' . with inaccurate ;!
| scenarios / | scenarios : | Sensor ;

Figure 3.8: The diagram with the top-level claim "The Autonomous Combine Har-
vester avoids collision with obstacles under normal operating conditions", with details of S2
continuing the diagram in figure [3.6] This diagram contains the most relevant parts of the

[GSN] the full diagram can be seen in figure [A.3]
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ID Description

G1 The top-level safety goal of the [GSN| was derived from the hazard analysis
of H1. The context C1 describes the hazard analysis of H1. The context C2
describes the normal operating environments of the system.

S1 One of the strategies adopted to fulfill the claim. The argument will be
constructed by breaking down the safety goal into safety goals of subsystems.
This will be done using the model of the individual elements shown in M1.
S2 The other strategy used is to omit the hazardous events related to HI,
identified in the hazard analysis in appendix [B]

Another strategy to fulfill the claim is to mitigate the root causes that lead
to the hazard association with collision with obstacles.

M1 A model of the control architecture system, showing the relationship between
the subsystems supervisory control logic, object detection, and braking sub-
system. The model can be seen in figure @

Table 3.3: Descriptions of the most relevant elements in the Goal Structuring Notation in

figures and [3.8 The table containing the full descriptions can be found in appendix

3.6.1 Safety Goals

The safety goals of the can be directly derived from the fault-tree analysis of a hazard,
as shown in figure [3.9 The hazard can be directly translated to the top-level safety goal
of the [GSN] and the events and root causes of the hazard can be translated to sub-goals of
the [GSN] The [GSN| shown in figure is just an abstract overview, used to describe how
the fault-tree analysis can be related to the safety goals of a[GSN| The detailed can be
seen in figure [3.7]

It is important to notice the relation between the hazard and the events that can lead
to such a hazard. In this case the relation is denoted by an OR gate, meaning that the
situation in which the events occur separately, and the situation in which the events occur
simultaneously may both lead to the hazard. In other situations, it may be required to
reformulate the top-level goal or use [GSN| assumptions.
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Fault-tree Analysis Goal Structuring Notation
G1
H1: Collision with ACH avoids collision with
Object obstacles under normal

operating conditions

Y

G2 G3

Obstacle detection . )
subsystem is acceptably Braking subsystem is
Obstacle detection Failure of braking acceptably safe

; - p safe
algorithm failure mechanism

Figure 3.9: An example showing how the fault-tree analysis of a hazard can directly be
translated to a [GSN| This example shows how an initial [GSN] for H1 can be constructed
from the fault-tree analysis.

It is important to note that the goals in a are not always constructed directly from
the fault-tree analysis of a hazard, but can also be constructed from other contexts, such as
safety requirements, see appendix for the [ACH] safety requirements.

3.6.2 Context

The context in a [GSN] can be information retrieved from different types of sources, such as
safety standards, system description, hazard analysis or an information artefact in the form
of a model [18]. An example of a context in the initial for the system, is shown in
figure 3.6l C7 is the context which refers to the fault-tree analysis that was performed for
H1. The top-level goal G arises from this context.

In another example the context referred to is a model, as illustrated in figure The
element M1 is the model of the subsystems presenting an overview of the architecture in

figure [3.5

3.6.3 Evidence

In order to complete the safety case, each of the sub-goals in figures and need to be
further developed until evidence can be constructed to support the claims. Evidence for a
safety case can be produced in various ways, e.g. system tests or mathematical analysis. In
a preliminary safety case, the system design is still in the initial phases, and therefore no
physical system exists. In this case it is difficult to perform system tests, and therefore other
methods need to be adopted, such as [co-simulation]

The safety goals and evidence that will be focused on in this thesis are G6, G7, G8 and Sn1,
Sn2 and Sn3 illustrated in figure [3.8] Relevant scenarios must be constructed
and co-simulated in order to obtain the evidence supporting the safety goals.
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Chapter 4

Producing Evidence using Co-simulation

4.1 Introduction

Designing a safety-critical system is a complex process |31]. One of the difficult aspects of
this is to understand how each of the individual parts of a system affect each other [32].
This is especially true when designing functional safety in a system, where it is crucial to
understand the collaboration of the different modules, to ensure a [robust design™| [33]. A
suitable method to achieve this understanding is performing a of the system.
This requires testing the model of the system in chosen relevant scenarios.

Relevant scenarios to co-simulate will be defined, followed by of the functional
safety of the |[Autonomous Combine Harvester| (ACH)).

Section [4.2] describes how the scenarios related to the evidence can be defined and modelled.
Afterwards, section[4.3]describes the architecture of the system model, followed by section [4.4]
which describes the main characteristics of the designed models in this thesis project, and
section which describes the functional safety realization. Finally, section describes
the results obtained from the co-simulations, followed by section [4.7] which explains how the
co-simulation results are used as evidence in the safety case.

4.2 Coupling Safety Case to Scenarios

This section describes how the necessary scenarios can be created, in order to be able to
produce co-simulation results that can be used as evidence. Figure illustrates how the
models to be created are related to the evidence. The figure illustrates how the scenarios
define the model parameters, and how the co-simulation of the model with specific parameters
is used as evidence in the safety case. In order to be able to produce the required evidence,
scenarios must be defined, followed by modelling the system and environment. It is important
to note that the system interaction with the environment must be part of these scenarios,
since the safety goals related to the evidence are associated with the environment of the
system.

Before modelling and co-simulating the system, a few preparation steps need to be taken:
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- Domain knowledge
- "worst case"

Dense fog scenarios
- research articles

- Domain knowledge
- System

Sn1

Co-simulation
results of dense
fog scenarios

Figure 4.1: An illustration of how the scenarios related to specific evidence are created, and
how these scenarios define the co-simulation parameters of the models used. The models
are created using domain knowledge about the system, or by reusing other models. The co-
simulation results of the model with specific parameters, can then be used to prove that the
system is safe, and therefore used as evidence in the safety case. The scenarios are defined
using domain knowledge or researched articles. The scenarios are usually defined with values
of worst case scenarios.

(a) Contextualize the scenario settings, i.e. create the connection between evidence from
a[GSN] to an environmental setting.

(b) Define how the scenarios can be modelled.

Each of the steps listed above will be described in this section, and performed for the [ACH]

4.2.1 Contextualize Scenario Settings

To be able to produce evidence for the safety case, it is necessary to relate the evidence to
scenario settings. These settings are then modelled, and co-simulated to prove the safety
of the system. This section focuses on defining environmental settings that relate to the
evidence in the [GSN] Such settings are usually defined by creating a scenario where the
system may pose a threat to its environment.

Scenarios of the system operating in dense fog, heavy rain and with inaccurate sensors must
be defined. The system must operate safely in defined scenarios related to the evidence, as
the scenarios illustrated in figure [£.2] where animals are included in the environment, to be
able to illustrate the system safety in such cases.

As figure demonstrates, the system may drive into obstacles if they are occluded by water
droplets from fog or rain. The vehicle must perform a safety stop to avoid collision with any
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Figure 4.2: An illustration of the scenarios that can be constructed from the evidence in the
[GSN] The top figure illustrates a scenario where the system is operating in dense fog. The
bottom figure illustrates a scenario where the system is operating in heavy rain.

object, irregardless of the environmental conditions. To test the system in such scenarios,
the vehicle must be tested with different speeds, in order to ensure the vehicle has enough
time to perform a safety stop before a collision occurs. Combine harvesters will typically
drive around 2 m/s on a crop field , and therefore this speed must be tested. The chosen
speeds are therefore, 1, 2 and 3 m/s. When starting the system, the initial distance to any
obstacles must be greater than 1 meter, to allow the system to actually start driving, and
gain a constant speed. Of course in the further development of this system, there should be
a safety monitor to ensure the system will not start if there are obstacles within a defined
safety zone. The initially defined scenarios that must be constructed and co-simulated are
described in table 4.1

The next step is to determine how these scenarios can be modelled.

Scenario Vehicle speed | Initial distance to obstacle
Dense fog {1,2,3} [m/s| | >1 meter
Heavy rain {1,2,3} [m/s] | >1 meter
Inaccurate sensor | {1,2,3} [m/s| | >1 meter

Table 4.1: Initially defined scenarios that must be run in a
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Figure 4.3: A visualization of an example where the braking distance of the vehicle, due to
the speed, is greater than the maximum viewing distance of the sensor. This scenario shows
that the vehicle will not necessarily have enough time to brake in order to avoid collision
with obstacles, leading to a possible unsafe situation.

4.2.2 Defining Scenario and Model Parameters

The effect of each scenario must be understood in order to be able to properly model the
system. For example, the effect of dense fog on the system was determined by studying
relevant articles, where experiments were performed on sensors, such as LIDARs and cameras.
The results of the experiments performed in these articles were used to define the scenario
parameters.

It is necessary to scope the specific parameter values to use in the scenarios,
since it is not possible to test the system with every possible parameter value. Therefore, the
most relevant values must be tested. These values can be derived from articles or domain
knowledge from experts, which may already be identified in the hazard analysis of the system.
The two weather conditions of dense fog and heavy rain were analysed together, where the
articles [26, 27, 28, 29] were studied. The relevant outcome from studying these articles is
that the maximum range of these sensors decreases significantly when operating in dense
fog or heavy rain. Looking at the safety aspects of this, figure illustrates a case where
the decreased maximum range may lead to the system colliding with the obstacles on its
path. This shows the relevance of modelling and co-simulating these scenarios, which are
related to evidence Sni and SnZ2 in figure [3.8, The specific values of the maximum viewing
distance were determined using the experiment results of the articles |26, 27, 28, [29], and
are presented in table and figure [4.4]

Inaccurate sensor measurements may also affect the performance of the system. A LiDAR
may have inaccurate measurements of close obstacles, where in some cases it may not measure
them, leading to a minimum range of the LiDAR [34]. An example of the minimum distance
of a LiDAR is 0.5 meters [35]. This information is related to evidence Sn3 in figure
where the LIDAR may give inaccurate measurements or not measure obstacles at all. These
specific values can be used to model the related scenarios.

Figure [4.4]illustrates the process of studying articles that help in defining the specific param-
eters for modelling the scenarios. It is most reasonable to co-simulate worst case scenarios
from the data obtained from studying the articles. In some cases it is a good idea to co-
simulate scenarios that are slightly worse than the worst case scenario, in order to account
for any neglected factors that may affect the system. As [26] describes, the maximum view-
ing distance in dense fog can go down to approximately 5 meters, in experiments performed
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Figure 4.4: An example of how the root cause of dense fog affects the LiDAR, can be used
to describe co-simulation scenarios. The graph on the top is taken from [26]. The graph
shows measurements from experiments with objects of a reflectivity of 90%. The distance
of the meteorological fog is varied in the experiments, and the maximum viewing distance
of different types of LiDARs is registered. The types of LIDARs used in the experiment are
described in the legend of the graph. The results of the experiments can be used to define
the viewing distance of the sensors mounted on the [ACH]

using reflective targets with a 90% reflectivity [26]. Not all objects on a crop field will have
such a high percentage of reflectivity, and therefore it is crucial to choose scenarios with a
lower maximum viewing distance than 5 meters. Therefore, when modelling dense fog or
heavy rain, the maximum viewing distance was set to 2 meters, which is much less than the 5
meters described in the articles, with objects of 90% reflectivity. The same matter accounts
to modelling inaccurate sensors, where the minimum range was defined as 0.5 meters, it was
modelled to be both 0.5 and 1 meters, to test worst case scenarios.

Before designing a model, the purpose and abstraction level should be determined. In this
case the purpose is to model the relevant scenarios in order to use the results of
the model as evidence. The safety case that is being developed is a preliminary safety case,
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X

Heavy rain scenarios

sensor model

Figure 4.5: An illustration of how the scenarios related to dense fog and heavy rain may be
modelled simultaneously, since they affect the system in similar ways. The figure demon-
strates that the scenarios where dense fog or heavy rain occur affect the maximum viewing
range of the sensor.

meaning the initial design of the system is not yet developed. Therefore, the abstraction
level of these models should be at a high level.

As described above, the effect of heavy rain and dense fog on the system, is a decrease in
the maximum range. These two scenarios can be modelled simultaneously by decreasing the
range of the sensors in the vehicle. The range of this subsystem can be adjusted according
to which scenario is being modelled. Figure illustrates that the scenarios associated with
dense fog and heavy rain can be modelled in one model with the same parameters, since
they may affect the system in similar ways, as described above.

4.3 Designing Model Architecture

After the relevant scenarios are determined, in section [4.2] the next step is to decide which
components must be modelled at the chosen abstraction level, in order to be able to co-
simulate the scenarios. Section describes how to determine which components must be
modelled, and section describes the designed architecture of the system model.

4.3.1 Determining required Models

The chosen scenarios can be modelled at different levels of abstraction, depending on the
purpose of the [co-simulation] For example, it is possible to only model the supervisory
controller, object detection subsystem and braking mechanism, as shown in figure (3.5 where
the focus is on the logic of the supervisory controller.

The disadvantage of modelling the system this way, is that in principle it does not prove that
the system will be able to brake in time. It will essentially just be a testing
the supervisory controller logic. In order to construct satisfactory evidence, it is necessary
to model the following components (derived from the safety analysis performed in chapter

3):
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e The vehicle dynamics
e The vehicle controller (including the braking mechanism)
e The object detection subsystem

e The supervisory controller

In order to make the of scenarios easier, the following components may be
modelled:

e Component(s) to model the environment of the scenarios

e A component to visualize [co-simulation

4.3.2 Architecture

An overview of the setup is shown in figure Tables [4.2 and [4.3] describe the
connections between the[F'MUg and the tools which the [F'M Uy were developed in respectively.

The tools in which the [FMUk are developed are described in appendix It is important
to note that the vehicle and controller FMUg were reused from an example project from
INTO-CPS. The other F'MUk were implemented in this thesis.

Signal Description

r_Xy The x and y position of the vehicle.

ctrl r sig The control signals from the Controller to the Vehicle. These signals
are forwarded by the Supervisory Controller to the Vehicle.

obs data The x and y positions of the center of the obstacles existing in the

environment. These are the true obstacles. The signal also contains
the number of obstacles.

sen_data The x and y positions of the obstacles currently detected by the
sensor. The signal also contains the number of obstacles.

r_mes Measurements of the rotational and angular velocity of the vehicle.

theta The rotational orientation of the vehicle.

Table 4.2: Descriptions of the signals denoted in figure .

FMU Tool
Controller Overture
Vehicle 20-sim
Environment PyFMU
Sensor PyFMU
Supervisory Controller PyFMU
Monitor PyFMU

Table 4.3: The programs that each FMU was developed in and exported from.

AARHUS
/\J UNIVERSITY

35 DEPARTMENT OF ENGINEERING



4.4. Main Realization Characteristics

ctrl_r_sig Supervisory Controller Environment
ctrl_r_sig r_xy sen_data obs_data
K2 Ly
A
ctrl_r_sig
obs_data
r_xy
r_xy |:<-:| Sensor
Controller . sen_data
theta r_mes sen_data
Monitor
r_xy
A A——V] (A]
theta r_mes ctrl_r_sig r_xy
Vehicle

Figure 4.6: An overview of the [FMU, and connections between these [FMU, used to model
the system with hazards. The connections denoted in the figure summarize multiple connec-
tions between the M}s The connections between the Mls are described in table

4.4 Main Realization Characteristics

The main characteristics of the [FMUp implemented in this project are described in this
section. Subsection describes how the sensors are generalized into one sensor model.
Afterwards, subsection [4.4.2] describes how the range of the sensors can be set as a parame-
ter. Finally, subsection [£.4.3] describes how the environment can be adjusted to co-simulate
different environments.

4.4.1 Generalizing the Sensors

A model is typically an abstraction of a physical system, where the relevant aspects of the
physical system are modelled, and other irrelevant aspects are abstracted away. The [ACH]
has at least the three sensors: camera, lidar and radar. When modelling the sensors, the
exact type of sensor and how it perceives data and processes it, is abstracted away leading
to a generalized model of such sensors. Figure |4.7 shows how the true sensors on such a
system are generalized in the sensor model.
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7”1 minimum range
7"y maximum range
sensor range

all sensors
combined .-~

@ lidar P \ ,
@ radar § 4 T

Gombine harvester’

combine harvester

(b) An example illustrating how the sen-

(a) A mounted lidar and radar on a combine har- sors are modelled, by generalizing a com-
vester, showing the range of each of the sensors. bination of all of the sensors on a combine
This is just an example, showing two mounted harvester. The range of the generalized
sensors, but in reality there will be several types sensors together is modelled as a circular
of sensors mounted in different places on such a area around the vehicle, with a minimum
system. and maximum range.

Figure 4.7: Generalization of sensors on the Autonomous Combine Harvester.

4.4.2 Sensor Visibility Range

The model of the sensors contains two parameters, one for setting the minimum range and
one for setting the maximum range of the sensor. These parameters could be adjusted in
the setup in order to easily simulate various scenarios. Figure [4.§ shows an
example of a live plot, showing the range of the sensor visibility. By adjusting the sensor
range it is possible to observe the effect on the overall perception module of the system.

4.4.3 Adjusting the Environment

Performing is associated with running a number of different scenarios. Each
scenario represents a situation that may occur in reality when the [ACH] is operating in a
crop field.

To ensure a smooth and easy process of adjusting scenarios, an Environment [FMU| was
created, which allows uploading an image with obstacles on it. The FEnvironment [FMU]
processes the image and outputs the locations of the obstacles on the image. An example of
one of the scenarios uploaded to the environment is shown in figure [£.9]
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Figure 4.8: An example of a co-simulation run of the system with visualization of the min-
imum and maximum range of the sensor, and the currently detected objects. The red lines
displays the route the vehicle has driven so far. The two pink circles represent the sensor
minimum and maximum range. The blue circles around the ducks represent the size of the
objects that the sensor has detected. The minimum and maximum ranges are set to 0.2m
and 3m respectively in this co-simulation.

Figure 4.9: An example of a map used for co-simulating a scenario. Each animal located on
the map is an obstacle.

4.5 Functional Safety

This section describes how the functional safety is designed and realized in the models.

4.5.1 Design

This step incorporates researching and implementing different designs of functional safety in
the model in order to mitigate the hazardous situations that may occur due to bad weather.
There are different designs that can deal with the mitigation of such hazards. Some of the
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designs may be to improve the object detection algorithm, other designs may be to slow
down the vehicle speed to decrease the braking distance. Examples of possible designs are:

a) Fused data from the camera and the LiDAR can be used to increase the maximum
viewing distance of the object detection algorithm [36].

b) Using predicted braking distance to control the vehicle’s maximum speed |37, |38].

c¢) Using predefined constant braking distance to control the vehicle’s maximum speed [38|.

Design b is chosen to be realized in this thesis, since it can be modelled in the right abstraction
level, and the sensor range and vehicle speed can be used to determine the braking distance,
and adjusting the vehicle speed. The design will be realised as illustrated in figure [3.5]

4.5.2 Realization

This section describes the purpose of the speed control mechanism, the modelling assump-
tions and how the mechanism is realized.

4.5.2.1 Purpose

The purpose of this speed control mechanism is to mitigate the hazardous situation, where
the vehicle’s braking distance is greater than the sensor’s maximum viewing distance, as
illustrated above in figure [4.3] The mechanism is designed to register the maximum range
of the sensor, which is used as the target braking distance, where the vehicle speed is then
adjusted to satisfy the target braking distance.

4.5.2.2 Modelling Assumptions

To model the speed control mechanism, some assumptions were made, in order to adjust the
realization to a high abstraction level. The main assumptions are listed below:

e The braking distance is the same when the vehicle is turning as when it is driving
straight.

e The friction between the wheels and the ground is constant, meaning that the model
does not take into account if the soil is wet or dry.

4.5.2.3 Realization in the Supervisory Controller

A speed control mechanism was realized in the Supervisory Controller, which performs the
following main steps:

1. Calculate braking distance from current vehicle speed.
2. Compare braking distance with maximum sensor range.
3. If braking distance is larger than sensor range, calculate and set new vehicle speed.
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4. Calculate distance between vehicle and obstacles detected by sensor. If the obstacle
is within the calculated braking distance, perform a safety stop, by setting the vehicle
speed to 0 m/s.

The estimator of the braking distance is calculated using the following simplified formula [39):

speed?
braking distance = et (4.1)
2% ux*xg
Where the distance is measured in meters, speed represents the speed in **, 11 represents the

coefficient of friction, and g represents the gravity of earth in 7. A braking safety margin

was added to the braking distance estimator, since it is an approximation of the real vehicle
speed. In order to create an accurate prediction the estimator must include other factors of
the vehicle dynamics [37], which in this case are abstracted away.

In step 1 the braking distance is calculated using equation [4.1] Step 2 compares if the
calculated braking distance is larger than the sensor range. If the braking distance is smaller
or equal to the sensor range, then no changes are made. In step 3 the braking distance is
larger than the sensor range, therefore safety actions are required. A new vehicle speed is
calculated, which will ensure the braking distance of the vehicle decreases to be the same or
less than the sensor range. The new vehicle speed is calculated using equation .1} Step 4
covers the scenarios where an obstacle is within the braking distance of the system, where
the supervisory controller performs a safety stop, to avoid colliding with the obstacle.

The algorithm below illustrates how the speed control mechanism is realized. Line 8 shows
the equation used for calculating the new vehicle speed, by using the distance of the maximum
sensor range minus the braking safety margin.

The value of the safety margin added to the estimator was determined by performing multiple
tests with different values of the parameter, where the best value was found to be 0.5 meters.
This value allowed the vehicle to brake in time without braking too far away from the
obstacles. These tests to find the optimal value of the parameter may have also been done
using the Design Space Exploration feature in the INTO-CPS tool-chain, instead of manually

running multiple |co-simulationk.

if sensor_max_range < speed_based_dist:
g = 9.8 # gravity of Earth in [m/s~2]

a =2 % mu *x g
d = sensor_max_range - self.braking_safety_margin
if d <= 0:
v_cal = self .min_speed
else:

v_cal = np.sqrt(d * a)
cal_speed v_cal
return cal_speed # calculated speed

Listing 4.1: Realization of the speed control mechanism using Python.

The test results of this model are described in appendix where the results of testing
different safety margin values are described.
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4.6 Co-simulation Scenario Results

This section presents the co-simulated scenarios, the results and suggested safety improve-
ments. Subsection gives an overview of the results, where subsection performs an
analysis of the results. Finally, subsection briefly describes different techniques that
can be used to improve the safety of the system.

4.6.1 Co-simulation Results

The final step is to run each of the defined scenarios, in order to determine if
the current safety mechanisms satisfy the system safety goals. The scenarios were defined
by researching the articles related to the evidence required, as described in section
The specific scenarios that were co-simulated are presented in table [4.4] The table outlines
which environment, sensor range, and initial vehicle speed that was set, and the last column
expresses the results of co-simulating each of these scenarios. The maps of the environment
can be found in appendix [C.4]

The scenarios where the sensor range is set to [0.5 ; 2| demonstrates bad weather, i.e.
heavy rain or dense fog, which decreases the sensor range. The scenarios where the sensor
range is set to [1 ; 2| demonstrates inaccurate measurements leading to a worse minimum

measurement range. The was performed with a step-size of 0.05s.

Scenario | Environment Sensor range [m| | Initial vehicle | Safety Stop
speed [7]
1 mapl [0.5; 2] 1 Success
2 mapl 0.5 ; 2] 2 Success
3 mapl 0.5 ; 2] 3 Success
4 mapl [1;2] 1 Failure
5 mapl [1;2] 2 Failure
6 mapl [1;2] 3 Success
7 map2 [0.5 ; 2] 1 Success
8 map?2 0.5 ; 2] 2 Success
9 map2 [0.5 ; 2] 3 Success
10 map?2 [1; 2] 1 Failure
11 map?2 [1;2] 2 Failure
12 map?2 12 3 Success

Table 4.4: Table describing the scenarios that were run and the results.

4.6.2 Analysing Results

Table [d.4]illustrates that the system is specifically not safe in scenarios 4, 5, 10 and 11. There
can be multiple issues related to why the vehicle does not perform a safety stop properly in
the failed scenarios.
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Analysing the data from the of these specific scenarios, made it possible to
determine the cause of failure. Figure illustrates a situation where the system may not
perform a safety stop as it should.

The problem is that the supervisory controller will only perform a safety stop when the sensor
perceives an obstacle within the braking distance of the vehicle. This means in situations
where the braking distance is less than the distance to the obstacle, as shown in figure [4.10a]
the supervisory controller will not perform a safety stop. What will happen is when the
vehicle approaches the obstacle, the distance to the obstacle is decreased, and will be lower
than the minimum sensor range, meaning the sensor will not perceive the obstacle, as shown
in figure [£.10b] The obstacle will actually be within the braking distance, but since it is not
perceived by the sensor, the supervisory controller does not register any obstacles within the
braking distance, and therefore does not perform a safety stop.

In the scenarios where the vehicle’s speed is set to 37, the braking distance is calculated to
be within the sensor range of [1;2| meters. This means the obstacle is within the braking
distance and within the sensor range, and therefore the supervisory controller performs a
safety stop and avoids collision with the obstacle.

4.6.3 Improving Safety Mechanisms

It is clear that the safety of the system must be improved, in order to avoid collisions while
operating in conditions such as the ones in scenarios 4, 5, 10 and 11. To improve the safety of
the system, it is possible to add the following changes to the model, and run [co-simulationk,
for example using design space exploration in order to find the most suitable design:

Adjusting safety bound to incorporate minimum sensor range: if the minimum range
of the sensor can be determined, then it is possible to set the safety stop distance to
be the maximum value of either the minimum sensor range, or the calculated braking
distance. This will allow the supervisory controller to perform a safety stop as soon as
an obstacle is within the defined bounds. This can only be used when the minimum
range of the sensor is known.

Track obstacles: it may be necessary to create a tracking algorithm, to track detected
obstacles, and estimate their positions. These estimations may be used to perform a
safety stop, to avoid collision with tracked obstacles. In this case it may be necessary
to track the obstacles for at least an amount of time, to ensure the system does not
perform safety stops, for falsely detected obstacles. A possible tracking algorithm may
be implemented using the Kalman Filter [40].

Fault-tolerance: it may be necessary to add some sort of fault tolerance for such situations,
where it is possible to use hardware redundancy, such as standby sparing [41|. This is
only relevant in the case where the scenario occurs due to sensor failure.
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sensor range
not detected

by sensor
(outside sensor
range)

sensor range

1: 3134

obstacle
distance

0 §
braking + .t +

combine harvester

combine harvester
(b) An illustration of a situation where an ob-
stacle is within the braking distance of the vehi-

(a) An illustration of a situation where cle, but due to a decreased sensor performance,
the distance from the vehicle to the ob- the obstacle is not detected by the system. The
stacle is greater than the calculated brak- blue circle shows the area in which the detection
ing distance in the supervisory controller. subsystem can detect objects. This shows that
The supervisory controller will not per- objects that are within the white circular area
form a safety stop, since the obstacle is around the vehicle will not be detected. The
not within the braking distance of the ve- supervisory controller does not perform a safety
hicle, thus it is not posing a threat in this stop, since the object is not detected by the sys-
case. tem.

Figure 4.10: Visualization of the conditions where the system failed the safety tests in the
co-simulation scenarios. a) shows the vehicle driving towards an obstacle. b) shows the
vehicle approaching the obstacle, where it has continued following its path from a).

4.7 Using Co-simulation Results as Evidence

In order to use the results as evidence, it is important to note that the model
must represent the true system sufficiently for these tests to be legitimate. To determine this,
it is necessary to perform tests of defined scenarios on the model and on the true system and
compare these results. The performance of the model must be similar to the performance of
the system, in order to ascertain that the model sufficiently represents the true system.
The scenarios that will be defined for testing the model and true system, should be scenarios
that can easily be constructed, are not unethical, and where the test setup is simple.

The successful results from section are used as evidence in the safety case
with the assumption that the model sufficiently represents the true system. The use of the
results as evidence in a [GSN] is illustrated in figure [1.11] The results show
that the current system design operates safely in environments with dense fog and rain, but
not when inaccurate sensor measurements occur. This means safety improvements to the
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system design must be made.
The in figure will be added as one of the documents in the complete safety case
of the system.
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see appendix B for further
details

S3

A2

All root causes related to
subsystems are identified

Argument by omission
of all identified root
causes of H1

G6 G7 G8
The system can tolerate The system can tolerate Th? system can tolerate
L S . inaccurate sensor
operating in dense fog operating in heavy rain
measurements
Sn1 Sn2 7osn3

N
’ .

/ Co-simulation
! results of scenarios !
+ with inaccurate ;'
sensor

Co-simulation
results of dense fog
scenarios in INTO-
CPS

Co-simulation
results of heavy rain
scenarios in INTO-
CPS

Figure 4.11: The diagram continuing the in figure . The evidence of the system

being able to operate safely in decreased fog and heavy rain is constructed using results from
co-simulations of relevant scenarios.
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Chapter 5

Process: Incorporating Co-simulation
into Development

5.1 Introduction

Safety cases are developed to provide a convincing argument, combined with evidence, that
a system is safe under normal operating conditions [6]. Developing a complete safety case
is not always a straightforward process [19]. There are multiple safety standards that need
to be considered [42]. System operating scenarios, hazards and safety goals must be defined
during the process [43]. All of these elements are then used when defining the arguments
connecting the evidence with the safety goals. Constructing this evidence is a crucial task,
which can be performed using various techniques, where simulation is a possibility |13,
though it is not made clear how this may be used in the development process.

A simulation can be performed on models of a system which are realized using the same
tool. This can be used in many applications, but when modelling a complex [Cyber-Physicall
, it is common that the different parts of the system are modelled in different
tools. This is especially in cases where external models are used [12)].

This chapter describes the proposed safety case development process, explicitly describing
how can be incorporated.

Section 5.2 provides a brief overview of the proposed process. Then section describes
how the safety analysis is performed, followed by section [5.4] which demonstrates how the
safety analysis can be used to design[co-simulation|scenarios. Afterwards section[5.5|describes
how such autonomous systems can be modelled, then section [5.6] describes how
results can be used as evidence in the safety case. Finally, Section [5.7]discusses the challenges

and benefits of using , followed by section which describes which type(s) of
evidence is reasonable to obtain using

5.2 Process Overview

The three main elements of a safety case are presenting a claim, constructing evidence, and
forming an argument that describes why and how the evidence supports the claim about the
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system [14].
The process developed in this thesis project is based on constructing a preliminary safety
case for an autonomous combine harvester. The vision of the process is to:

e Create a systematic and clear development process of a safety case.

e Combine safety case development with a technology that allows constructing evidence
using various techniques.

The stages of the process are illustrated in figure [5.1. The first stage consists of identifying
hazards, and performing a fault-tree analysis, which can be used when identifying safety goals
in a [Goal Structuring Notation| (GSN]). The second stage is to discover which safety goals
need to be supported by evidence, and determine which of these safety goals are reasonable
to satisfy using This leads to the need for designing scenarios
that are directly related to the hazards of the chosen safety goals. Once the scenarios are
defined, a model of the system consisting of the system design and functional safety must
be constructed. [Co-simulationk of the modelled system in the defined scenarios will then
be performed. The results of the can then, if adequate, be used as evidence
in the safety case. If the results are insufficient, then safety improvements can be made to
the model, or additional hazards may be identified, as shown in the figure, leading to an
iterative development process.

It is important to note that the contributed stages in this development process are stages 3,
4 and 5, where in other safety case development processes other techniques will be used.
Before continuing to stage 3 it must be determined if based evidence will be
constructed or if the evidence will be obtained using other techniques, such as mathematical
analysis.

/i Newly identified hazards A\

1 3 4 5 6
Y
. — %
M L L Model and Co-simulat Co-simulation
. i i o-simulate -
Fault tree analysis Safety goals scenario design results Fulfilled evidence
in GSN in GSN

E3 Safety improvements required (3

Figure 5.1: An overview of the method of developing a safety case using co-simulation in the
development process.

5.3 Safety Analysis

This step consists of constructing the hazard analysis in stage I and defining the safety goals
in stage 2, as illustrated in figure [5.1
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The purpose of the safety analysis is to define the safety goals (claims) of the system. The
safety goals are one of the main elements in a safety case, which are used as the basis for
implementing the necessary safety measures in the system. The steps performed in the
safety analysis, are analysing the system with respect to its environment, hazard analysis,
and assessing the risks of the hazards. The outcome from the hazard analysis and studying
relevant safety standards can then be used to define safety goals and safety requirements.
The safety goals are used in a [GSN], which gives an overview of which safety goals can be
directly supported by evidence. The next steps are to construct the necessary evidence and
form the arguments.

This step is performed as the initial step in the development process, but will also be in-
corporated in the later stages of the process, when additional hazards are identified. These
additional hazards must be analysed, and possibly new safety goals need to be defined.
The complete description of the safety analysis performed on the case study was presented
above in chapter [3

5.4 Coupling Safety Analysis with Co-simulation
Scenarios

This step consists of choosing relevant safety goals from the (s) constructed in stage 2
and defining scenarios in stage 3, as illustrated in figure [5.1] It is in this step
determined if is appropriate to use for constructing evidence in the safety case.
The purpose of this step is to determine which elements of evidence in the [GSNs) are
suitable to co-simulate, and how to define relevant scenarios.

The most important steps when going from a safety analysis to creating sce-
narios are described below:

Choose Appropriate Safety Goals and Evidence: before moving on with using|co-simulation]
in the safety case, it is necessary to determine if it is suitable or not. One of the factors
that plays a role in this, is the conditions for testing this part of the system in real life,
which depends on the environmental conditions, if the tests performed are ethical, and
what the cost of the test setup is. One of the other factors is the complexity of the
interactions between the subsystems, especially if it is a[CPS] In this step it is crucial
to compare the pros and cons of using with other evidence construction
techniques. It is important to consider the time that will be spent on the development

of the model(s) and running compared to the time spent on constructing
evidence using other techniques.

Contextualize scenario settings: the evidence that needs to be produced must be related
to the environmental settings of the system. These settings describe the connection
between the evidence in a [GSN| and the modelling scenarios. This step consists of
defining a setting where the system can be tested to prove its safety for each of the
evidence components. Essentially, this step defines how the system and environment
should be set up in order to perform tests that will fulfill the evidence of the safety

AARHUS
/\J UNIVERSITY

48 DEPARTMENT OF ENGINEERING



5.5. Modelling and Co-simulation

case. These tests can also be used on the physical system, where for example specific
environmental conditions may be needed, the speed of the vehicle may be defined, and
SO on.

Define scenario and model parameters: to be able to model the contextualized scenar-
ios, the effect of each event related to the evidence must be determined. This can be
done by researching articles related to the context of the evidence, by discussions with
domain experts, or using previous data from similar systems. Specific parameter values
for co-simulation scenarios must be defined in this process. The purpose of the model
and the abstraction level is defined. The purpose of the model is to run co-simulations
and use the results as evidence in the safety case. The abstraction level of the model
is determined depending on how far in the process, the system development is. For
example, in this thesis the preliminary safety case was being created, and therefore the
abstraction level was chosen to be high.

The complete description of associating safety analysis with scenarios, includ-
ing performing this on the case study, was presented above in chapters [3| and [4]

5.5 Modelling and Co-simulation

This step consists of modelling the system and designing the scenarios in stage 3 and co-
simulating the system in stage 4, as illustrated in figure [5.1

The typical steps that will be performed in the modelling and stages are
described below:

Determine the required models: the models of the system and environment need to
be determined, in order to construct a system architecture. These models can be
determined by looking at the system description and safety goals defined in stages 1
and 2, and the scenarios defined in stage 3. Models of the faults required to construct
the scenarios are also determined in this process.

Design system architecture: now that the required models are defined, the system ar-
chitecture is designed in order to provide an overview of the interconnections between
the models.

Model and validate: each model of the subsystems will be created and validated by per-
forming standalone tests of the exported [FMUk. After validating each standalone
model, a combining each of the created must be performed, in
order to validate the system as a whole, before introducing faults. If of such
subsystems already exist, then it is possible to reuse these models.

Design safety mechanisms: to ensure the system is safe, it must contain safety mecha-
nisms that allow it to operate safely in the defined scenarios. Therefore, in this step
different methods to mitigate the faults are researched, and at least one safety mech-
anism is modelled. In many cases it is possible to model various safety mechanisms,
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and perform a design-space exploration, in order to determine which design functions
best according to the safety and system service.

Run [co-simulationk: The last step is to run [co-simulationf of each of the defined scenarios

found in section 5.4l

The complete description of the modelling and of the system in the case study
is described above in chapter [

5.6 Proving Safety Case Through Co-simulation

This step consists of retrieving the results in stage 5, and using these results
as evidence in the [GSN]in stage 6, as illustrated in figure [5.1]
The main activities performed are:

Running [co-simulation| scenarios: when running of each of the defined
scenarios, it may take time to change each parameter, wait for the simulation
to run, and change a parameter again. In the INTO-CPS tool chain it is possible to
define the different values of the parameters of each FMU], and allow the tool to run
co-simulations with combinations of these parameters. In INTO-CPS this can be done
in the Design Space Exploration suite [44].

Extracting results: a convenient method to retrieve the results in a struc-
tured manner, is to create an [FMU] that saves the relevant data from the
to a file. Then a script can be run to determine if the results confirm if the system
is safe or not. The idea is to create an automated process, to avoid mistakes, and
generate test results that are easy to study.

Analysing scenario results: each scenario is analysed in order to determine which con-
ditions lead to a system failure, making it possible to go back to stage & and redesign
or improve the modelled safety mechanisms. It may also be the case that additional
hazards are identified, making it necessary to go back to stage I and perform a hazard
analysis, moving down through the process again.

Validating successful results: In order to be able to use results as evidence,
it is necessary to validate the truth of the results. The results can be validated by
performing defined scenario tests on the physical system and model, and compare the
results [5]. The scenarios to be defined, must be convenient to test on the physical
system and to co-simulate. The scenarios should contain chosen normal and failure
scenarios of the system, which are possible to test on the physical system without the
need to perform unethical or extremely costly tests. For example an unethical test
setup would be to define a scenario where a human must be standing in front of an
autonomous vehicle, in order to test if the vehicle will perform a safety stop.
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5.7. Benefits and Challenges

Using results as evidence: once it is assured that the [co-simulation|results are legitimate,
they can be used as evidence in the[GSN] Once all the evidence required is constructed,
the development of the safety case can be concluded, with the and the rest of the
documents associated to the safety case, i.e. system description, hazard analysis, safety
goals, standards, etc. If the physical system is not constructed yet, then it is possible to
use as evidence with the assumption that the model sufficiently represents
the true system. In this case the model will first be validated when the physical system
is developed.

5.7 Benefits and Challenges

The main benefits of using in the safety case development process are seen as
the following points:

e [t is possible to get early design feedback on safety mechanisms.

e It is possible to explore different designs of the safety mechanisms in the system, by
for example using the design-space exploration suite in the INTO-CPS tool chain. The

design-space exploration suite also allows automating tests.

e [t is possible to control the test environment: no unethical tests, independent of envi-
ronmental conditions such as weather, decrease cost of test setup.

e It is possible to establish rapid modelling by reusing existing models and utilizing
frameworks such as PyFMU[ for development.

e It is possible to generate [FMUl from the code running on the true system, and use
these in [co-simulationk.

e It is possible to reuse the scenarios to test the system in the later de-
velopment phases, where the software that will be running on the true system can be

packaged as an [FMU] and used in the [co-simulationk.

The main challenges and limitations of using are seen as the following points:

e The current tools available are not mature enough yet |11}, [12], meaning
that the time that will be used to construct evidence using will be larger

than necessary.
e It requires domain expertise if models of system are to be created from scratch.

e The model needs to be up to date with the physical system, meaning if any major
changes are performed on the physical system, then the corresponding changes need
to be performed on the model as well.

'https://github.com/INTO-CPS-Association/pyfmu
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e It is important to understand that the results may not always be reliable
or valid. An example of invalid results was found during the development of this thesis
project. While co-simulating the [ACH]in the different scenarios, as described above in
section [1.6.1] it was clear from the analysis of the results, that the system should have
failed in two specific scenarios, while it only failed in one. The cause of this unreliable
result, was both due to the order in which the engine ran and exchanged
signals between the [FMUg, but also the size of the time step of the The

scenarios were all run with a step size of 1 second, but after determining the results
were unreliable, the were performed again, but with a step size of 0.5
seconds. The results of running the with a lower step size were deemed
reliable and correct. This example illustrates how it may be a challenging task to

determine the validity of all the results.

5.8 Determine Evidence Construction Technique

This section describes how to determine which technique(s) to use when constructing evi-
dence for specific safety goals of a safety case. Each safety goal needs to be supported by
evidence, thus such goals must be analysed in order to determine which evidence construction
technique is most suitable to use.

Figure [5.2] illustrates how it is possible to choose between various evidence construction
techniques when developing a safety case. It is also possible to combine a number of these
evidence construction techniques.

The time spent on creating the model, defining the scenarios, analysing the results, and
performing tests of the physical system and model must be taken into account. This must
be compared to the time spent on for example performing a mathematical analysis and proof.
It is important to consider the pros and cons of creating a compared to, for
example, performing a mathematical analysis.

The most relevant considerations to make when determining if it is justifiable to use

simulationl are:

e The amount of time spent on developing model(s), defining scenarios and
running tests, is smaller than the time spent on constructing other types of evidence.

For example if it is possible to prove the safety goals using geometry proof, then this
is of course a more suitable technique, since it takes less time than creating and co-
simulating a model of a system. When comparing the time spent on the different
evidence techniques, it is also important to look at the advantages that come with
An example of an advantage, is that the same models can be reused for
constructing evidence related to different safety goals, or reused in system development.

e If similar systems exist, their hazard logs may be used as part of the evidence. If they

do not exist, then it may be appropriate to run [co-simulationk of the system in various
scenarios.

e If it may be relevant to model the interactions between the software and the physical
system.
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Figure 5.2: An illustration of the step required to use co-simulation as evidence compared to
other possible techniques for constructing evidence in a safety case. The figure demonstrates
that after defining the safety goals, the technique for constructing the different evidence

must be determined.

e If there are complicated interactions between the subsystems, then it may be difficult
to perform a mathematical analysis of this.

e Compare the benefits and challenges of using [co-simulation], as described in section

33
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Chapter 6

Concluding Remarks and Future Work

6.1 Introduction

This chapter gives a summary of the main benefits and challenges determined during the work
of the thesis, and briefly describes what was achieved. Section[6.2]discusses the main outcome
of the thesis, followed by section which evaluates the goals of this thesis. Afterwards,
section describes potential future work related to the work carried out in this thesis.
Finally, section summarizes the main outcome of this thesis.

6.2 Discussion

This section describes the main benefits and challenges of in a safety case
development process, and also relates these to the case study of this thesis. Subsection [6.2.]]
describes the benefits and challenges of reusing models, followed by subsection which
describes advances in modelling tools. Afterwards, subsection describes how the model
fidelity is related to the different process phases. Finally, subsection[6.2.4]describes additional
outcomes from the development of the safety case for the case study of this thesis.

6.2.1 Reusing Models

This subsection describes the benefits and challenges of reusing models in the proposed
development process.

Models are created and used for a purpose, and a reused model must reflect a similar purpose.
High abstraction level models that represent a general functionality can be easier to reuse.
This is due to the fact that such models are general for a number of systems. For example
a model of an object detection system which represents fused sensor data, can be reused in
multiple autonomous vehicles, since its purpose is to detect obstacles, where the modelling
of the system is performed at a high abstraction level. If the modelling must be performed
at a lower abstraction level where each specific sensor must be modelled standalone, then a
different model must be used for the various systems if they use different sensor types. In
this case it may be possible to use models from the [OEME of the sensors.
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The benefits of reusing models is the time saved on creating the model, but also if the model
has been validated for a similar system, then there is a higher possibility that the model is
valid. It is important when reusing a model that the functionality is understood in order to
avoid any incorrect assumptions or erroneous use of the model.

Challenges of reusing models may be if the model has not been properly validated, or if
the model performs operations that are not documented or may be difficult to understand.
A challenge is the fact that [FMUg can be represented as black boxes containing a model,
with only specific inputs and outputs available. Such models may be difficult to use, due to
possible assumptions made in the model that are not explicit, the operating area may not be
defined, the precision and the limitations of the model may not be described either. These
challenges hold back the reuse of models, meaning some of the advantages of
are not leveraged. Hopefully in the future such practical limitations will be mitigated by
creating the following:

Model database: a model database should be created, containing different types of models
with different abstraction levels. Each of these models should implement a standard
such as [FMI] allowing usage of these models in different tools. Com-
ponent providers should develop models of their components and add them to the
database, to increase reuse possibilities of low abstraction level models. This database
could with advantage be inspired by package managers such as pipﬂ which provides a
simple interface for installing new packages.

Documentation convention: a convention for documenting models must be created, in
order to reuse [FMUs in various and projects. The standard must define
how to document the assumptions made, the operating environment, the precision and
limitations of the model. The documentation of these models may advantageously
incorporate modelling frames, which document information about the model context
and behaviour [45]. Documenting some of these model characteristics may be difficult.
For example, the operating environment can be documented by testing a model in
different ranges. A model of a vehicle could be tested with different speeds, where
descriptions of the model behaviour at these speeds can be provided.

A possibility would be to combine the documentation convention with the model database,
where each model in the database has a document describing the model assumptions and so
on. Figure [6.]] illustrates the proposed ideas of how to mitigate the practical challenges of
reusing models.

This thesis has showed how it is possible to reuse black box models, and further develop the
functionality of a system by combining these reused models with models created during the
thesis project. This showed the simplicity of the process of combining models developed in
different tools and in different languages can be.

The models that were reused in this thesis project, the Controller and Vehicle [FMUg, were
not fully documented or validated. Complications occurred when the speed setpoint was
increased and the vehicle performed a turn in attempt to follow the given route. The de-
viation between the vehicle and the route increased, and in some cases, the vehicle would

"https://pypi.org/project/pip/

AARHUS
/\J UNIVERSITY

55 DEPARTMENT OF ENGINEERING


https://pypi.org/project/pip/

6.2. Discussion
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Figure 6.1: An illustration of how models from a database can be used. The models presented
are black boxes that have inputs and outputs. Each of the models from the database are
documented following a convention. The sensor module in this case is self-developed, while
the controller and vehicle dynamics are reused from the database.

discontinue following the given route as illustrated in figure [6.2l The cause of this is pos-
sibly because of the simplicity of the model. However, this does not work when decreasing
the speed of the vehicle when it performs a turn. This results in the vehicle taking large
turns which increases the deviation from the given route. In this case the vehicle dynamics
were mainly used to allow the vehicle to drive around an environment and determine if the
vehicle performs a safety stop correctly. The best results will of course be obtained by using

a model that follows the route as intended, but in this case the results can still be used to
demonstrate the safety of the system.

Vehicle speed is 1 [m/s] Vehicle speed is 2 [m/s] Vehicle speed is 3 [m/s]
E6 E6 E6
P ) — Route ) — Route
= - . + .
T4 T4 » Vehicle ©q » Vehicle
i EE EE
821 82 82
% % %
> > >
01 0 0
0 10 20 30 40 0 10 20 30 40 0 10 20 30 40

Xx-coordinate [m] x-coordinate [m] x-coordinate [m]

Figure 6.2: These three plots illustrate the given route (red, thin line) and the route that the
vehicle has driven (blue, thick line) at three different speeds, 1, 2 and 3 m/s. As the third

plot, with a vehicle speed of 3 m/s displays, the model becomes unstable at this speed, and
therefore does not follow the route as intended.
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6.2.2 Advancing Modelling Tools

To incorporate in a safety case development process, it is necessary that tools
supporting this are available and straightforward to use. In this thesis project the INTO-CPS
tool chain was used for running the [co-simulationg. The reused [FMUk were developed in
the tools Overture and 20-sim, while the [FMUg developed during this thesis were produced
using the tool PyFMUE|.

Research in advancing modelling and tools is an ongoing process [11], em-
phasizing some of these tools are not mature enough yet for industrial use. To ease the

adaptation of in the development process of [Cyber-Physical Systemk (CPSE),
such tools need to be accessible. For example PyFMU allows generating [FMUg from a
python script, which is a language that is used by various developers around the world [46].
By allowing developers to construct [FMUk in Python, it gives the possibility of a smoother
adaptation of in the development of safety-critical systems.

One of the benefits of the current tools, such as the INTO-CPS tool chain,
is the fact that it is possible to perform design-space explorations. For safety-critical sys-
tems this tool suite is a great advance that allows experimenting with different designs of
safety mechanisms. The results of these experiments can be used to determine which design
provides the best compromise between functional safety, cost and system availability.

The design-space exploration in this thesis was performed using the [co-simulation| tool
FMPyEL where parameters of the were changed manually and |co-simulations| were
run for each parameter change that reflected a new scenario. The INTO-CPS design-space
exploration tool was not used during the development of this thesis, since [FMUg created
using PyFMU must run in Python 3.7, while the design-space exploration in INTO-CPS
must run with Python 2.7.

6.2.3 Model Fidelity

When modelling a system, it is good practice to gradually increase the complexity of the
model [5], to better ensure the model operates correctly at each level. This development
process of increasing the fidelity of the model can be used during the progress of the safety
case. The safety case scenarios defined during the preliminary safety case can be reused or
further extended in the interim safety case and the same applies to the operational safety
case. As figure [6.3|illustrates, the same scenarios can be used with the models
of different fidelity levels. The reason for this is each model implements the [FM]| stan-
dard, which allows the engine to exchange information using the inputs and
outputs defined in the model interface. When models are further developed and become
more detailed, the same interfaces of inputs and outputs can be developed to run the same
scenarios on the more detailed models [23].

The model used in this thesis project is primitive, since it is the first model of the system
created for use in the development of the safety case. During the progress of the development
of the system and its safety, increasing levels of details will be added to the model. This

Zhttps://github.com/INTO-CPS-Association/pyfmu
3https://github.com/CATIA-Systems/FMPy
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Safety case co-simulation
scenarios

FMI
FMI FMI
Primitive model Detailed model —
inside FMU

Similarity to real physical CPS

Figure 6.3: An illustration of how the model(s) used can be extended with more details
throughout the development of the system. At the beginning of the development process,
the system design is simple and incomplete, with time an increasing amount of details are
added to the design, this also applies to the model of the system. The same safety case
co-simulation scenarios can be used to test the models constructed throughout the process.

more detailed model can then be used with some of the same [co-simulationl scenarios defined
in this thesis project. The vision is that in the future, when the operational safety case
must be constructed, the production code can be encapsulated in an and models (if
available) of the hardware components, such as sensors, actuators etc. can be used in the
model of the system.

6.2.4 Additional Outcomes

Apart from researching the use of [co-simulation|in the development of safety-critical systems,
additional outcomes were produced during this thesis project. These are described below,
where each of the functionalities can be used not only in the case study of this thesis, but
in other [CPSk:

Changing environment: Autonomous systems operate in dynamic environments, which
must be included in [co-simulations The environment of the was realised as a
standalone [FMU] where an image could be loaded, and by using image processing
tools, the obstacles in the image could be detected and the positions of the obstacles
could be outputted from the[FMU] By setting up the environment using an image, this
makes the process of co-simulating the system using different environmental conditions
easier. Currently, the environment only registers static obstacles, but this can be
further developed and incorporate of dynamic obstacles.
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Reusable sensor module: Autonomous systems rely only on sensors to detect changes
in their environment. A high abstraction level sensor module was developed, which
models the combination of various sensors. The minimum and maximum range of the
module are set as parameters that can be modified before a run. This
is used to model the sensory system in different environments, for example to allow
modelling the system in dense fog, where the visibility of the sensors may be decreased.
The current sensor module can detect objects in a circular radius, but can be modified
to detect obstacles in a different shape.

False positive detection may occur in such sensory systems, due to e.g. insects near the
sensors, water droplets reflecting the rays from the LiDAR and other reasons. Gener-
ating false positive objects in the sensor module allows modelling such circumstances,
where a|mean time to failure|rate is given for controlling the amount of generated false
positives.

Live plotting: Running a takes time, and in many cases one or two param-
eters may be set incorrectly, the system may fail early in the simulation while the
developer must wait until the has finished running before being able to
view the results. Spending time on these human mistakes makes the process of run-
ning [co-simulations|even longer. By using an[FMU|which plots the autonomous system

simultaneously with the run, it allows to earlier discover errors in the
The live plotting [FMU] developed in this thesis, also plots the range of

the sensors while the vehicle is driving, which gives better insight of why in some cases
the system may behave incorrectly.

6.3 Evaluation of Goals

This section evaluates the initial goals presented in section[I.3|above. The goals are described
again, followed by an evaluation of them.

6.3.1 Revisiting the Goals
In chapter [1] the following goals were defined for this thesis project:

Goal 1: Define a procedure for incorporating into the development process of

a safety-critical system.
Goal 2: Demonstrate the feasibility of the process in the context of a case study.

Goal 3: Establish how safety-case analysis can be used to feed into the process of defining

lco-simulationl scenarios.

Goal 4: Improve personal research related skills and improve documentation skills of defin-
ing a development process.
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6.3.2 Evaluation

Goal 1: This goal was partially accomplished. A procedure for how to incorporate
into the development process of a safety-critical system was defined. This
procedure was established from the work carried out in this thesis project, by con-
structing a preliminary safety case and researching where and how can
be incorporated into this process. The procedure defines the different stages in the
proposed process: analyse system safety aspects and goals, determine if evidence is ap-

propriate to construct using [co-simulation], define [co-simulation| scenarios, model and
co-simulate, use [co-simulation| results as evidence in a safety case. Chapter [5| describes

the proposed process of developing a safety-critical system with incorpo-
rated in the process. The process was constructed by performing a preliminary hazard
analysis of the case study, where this was used to define the safety goals. The process
has not yet been defined for a complete safety case, but only a preliminary safety case.

Goal 2: This goal was partially accomplished. The process was used in the development
of a chosen part of the safety case for an autonomous combine harvester. The
results that demonstrated the system safety in specific scenarios were used
as evidence in the safety case. Section describes which results were used as
evidence, and why these specific results could be used to demonstrate
the safety of the system. The models used in this thesis project were tested separately,
in order to ensure they function correctly, but these models have not been validated
with comparison to the physical system. Therefore, when using results
from models that have not been validated, there is an underlying assumption that the
results demonstrate the operation of the true system. The next step
would be to validate the model by comparing its behaviour with a prototype of the
system.

Goal 3: This goal was partially accomplished. The process in chapter 5[ describes how infor-
mation from the outcome of a safety analysis of a system can be used to define relevant
scenarios to use in the safety case. The safety goals are used to define
which evidence needs to be constructed, while the fault-tree analysis or research arti-
cles related to the safety goals are used to define the scenarios. However,
again it was not possible to relate any of the evidence to the real physical system.

Goal 4: This goal was accomplished. During the process of creating this thesis, it required
the author was independent in both planning their time and which path to explore
or work further on. It is clear that in the beginning of the thesis, these skills were
not well developed, but throughout the process, the author has become better at both
planning when and what to spend their time on, but also better at determining which
articles are relevant to read and which path to follow. These skills are general research
skills that have been improved and can definitely aid the author when working on other
projects. The documentation skills of the author have been improved, by iteratively
writing this thesis and receiving valuable feedback on the structure and content.
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6.4 Future Work

This section describes potential future research that can be conducted in the area of incor-

porating safety cases with [co-simulation]

Extend process: The process has currently only been used in the development of a pre-
liminary safety case. The process could be extended to the complete development
process, from a preliminary safety case to the operational safety case of a system, pro-
gressing simultaneously with the development of the system itself. The fidelity of the
models and how the scenarios can be constructed and further developed
throughout these safety case phases, could be included in the guidelines of the proposed
development process.

For example, figure [6.3]illustrates how the scenarios can be applied to the
models, with increasing detail, of a system, where it is imagined that the abstraction
level of the model in each safety case phase can be explicitly defined. It is also possible
to imagine that a definition of how the scenarios can be defined can be
proposed, in order for the process of reusing these to be as smooth as possible.

Model validation: The models used in this thesis project that represent the system have
not been validated against the real physical [CPS| This is something that should be
performed, where the outcome of this can be added to the guidelines of the proposed
development process. It may also be relevant to research different techniques of model
validation, and when to use a specific technique rather than another.

The model can be validated by defining a limited number of scenarios, which the
physical [CPS| and model are tested in. The behaviour of the system and model is then
compared to determine if the model sufficiently represents the system.

Evaluate process on other systems: Since the development process was only used in a
single case study, it is difficult to determine how well the adoption of this process will
be when developing other systems. For example there is a difference in developing an
autonomous safety-critical system compared to developing a medical device that will be
operated by humans. Therefore, it is relevant to use the proposed development process
in the development of other systems and determine the suitability of the process.

For example, research in the use of this process in medical devices may prove that
other techniques need to be incorporated in the development process, since there is a
large focus on how well the operator of the device understands and correctly uses the
device. A possible extension to the process could be to use the Prototype Verification
System for verifying user interfaces of medical devices [47].

6.5 Conclusion

Ensuring the safety of [CPSk is a difficult and lengthy process. It is not possible to test these
systems in every operational state, due to unethical test setups or difficulties in controlling
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6.5. Conclusion

the environment around the system. Different techniques need to be included in the devel-
opment process in order to decrease the amount of time, the cost, and the uncertainty of
the system safety. This thesis project studied the feasibility of incorporating
in the development process of safety-critical systems. The outcome of this work led to defin-
ing guidelines that can be followed to determine when and how to use when
developing safety-critical systems.

The proposed procedure was used in the development of the safety case of an autonomous
vehicle. The results proved that is convenient to use in cases where complex
interactions between subsystems occur, where it is difficult to prove the safety using other
means. It is important to note that this development process has been used and determined
to be suitable in the development of autonomous systems. It has not been used in the
development of other types of safety-critical systems, such as medical devices where the
system uncertainty also comes from humans operating the system.
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Acronyms

Acronyms

ACH Autonomous Combine Harvester [iv], [3] [4] 133}, 36l [37}
AGCO Allis-Gleaner Corporation

ALARP As low as reasonably practical [12]
CPS Cyber-Physical System [, b7,

FMI Functional Mock-Up Interface [15], [L16] 53,

FMU Functional Mock-Up Unit [ii, iv}, [vi] [9) 37, 59|, [96H101},
104

GSN Goal Structuring Notation [13], 28}, [30], [31], 43 [48], 50},
[76}, [7]

OEM Original Equipment Manufacturer [T}, [L6]
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Glossary

Glossary

co-simulation A simulation of collaborative models, where the models are developed using
different tools [24]. [, 11 1} 2, A 10} [L4} {6} 20, 23| 24, 28} 29 B
B762, [7

cyber-physical system A system which consists of both computational and physical pro-
cesses that collaborate with each other to form the whole system . |§|, , ,

A8, b7 8, [61]

mean time to failure The predicted average time between athe occurrence of a failure in

a componentf]] 59}

reaping Cut or gather (a crop or harvest) [49].

robust design The design of a product, where the product can operate correctly in dynamic
environments [50].

threshing Separate grain from (corn or other crops), typically with a flail or by the action

of a revolving mechanism . ,

winnowing Blow a current of air through (grain) in order to remove the chaff .

“https://en.wikipedia.org/wiki/Mean_time_between_failures
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Appendix A

Safety Analysis

A.1 Preliminary Safety Analysis

The principles of a safety case were introduced in section where the process of a phased
safety case was described, together with examples of milestones associated with the different
phases.

A phased safety case is especially used when developing a novel system or using a novel safety
argument [20]. The Autonomous Combine Harvester system is novel technology currently
being researched by multiple companies, such as AGCO and John Deere. The development
of this system is a large ongoing project, where many uncertainties can occur in the design
and ensuring of the system safety. By using a phased safety case development process, the
safety can be included in the design from the beginning, and therefore aid in reducing the
amount of redesigns further in the project.

The first phase, in a phased safety case development process, consists of developing a Prelim-
inary Safety Case. This is usually developed simultaneously with or after the requirements,
conceptual architecture and operational definition of the system is being developed |17, [21].
The Preliminary safety case of the system will be described in the following sections, with a
structure adopted from |21} [19).

A.2 System Description

This section will give a high-level system description and describe the operating environment.
The overall goal of the Autonomous Combine Harvester project is to fully automate the
agricultural vehicle, as described in section [1.2.1]

The main components of a combine harvester is briefly explained in this section, followed by
an overview of the functionality and operating environment of the envisioned autonomous
combine harvester. It is important to note that an overall design of the Autonomous Combine
Harvester is not created at this point.
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A.2. System Description

A.2.0.1 System Components

The physical components in a combine harvester are labelled in figure The explanations
of each of these components are below |51} |52]:

1.
2.

10.

11.

12.

13.
14.
15.

16.
17.

Reel: used to hold the crops, so that they are positioned vertically while being cut.

Cutter bar: used to cut/remove the stalks of the crop from the grain and chaff.
Different designs of cutter bars are used for different types of crops.

Header auger: is a cylinder with spiral blades, that is used to move the cut crops
towards the grain conveyor.

Grain conveyor: transports the crop further on in the combine harvester.

Stone trap: prevents foreign objects, especially stones from entering the
drum.

drum: bashes the crop to separate the grain and chaff from each other
and separate the grain and chaff from the straw.

Concave: contains the straw after the drum has separated it from the grain
and chaff.

Straw walker: transports the straw towards the straw chopper, while left over grain
and chaff falls through down to the sieves.

Grain pan: contains the grain and chaff after passing through the drum.

Fan: used to separate the grain from the chaff, by blowing the chaff away from the
grain. This can be done because the chaff weighs much less than the grain.

Top adjustable sieve: used for filtering the grain from left over chaff and straw. The
sieve performs a reciprocating motion bringing the grain down to the bottom sieve,
and leaving the chaff and straw on the top sieve.

Bottom sieve: used for filtering the grain, before it moves up to the grain tank.
The unfiltered grain (tailings) will be moved back to the [threshing| drum to perform a

rethreshing] of the grain.
Tailings conveyor: moves the tailings back to the drum.
Rethreshing of tailings: the tailings are rethreshed starting at the drum.

Grain auger: is a cylinder with spiral blades, used to move the grain to the grain
tank.

Grain tank: the tank containing the harvested grain.

Straw chopper: used to chop the straw before spreading it onto the field.
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A.2. System Description

Figure A.1: Structure of a combine harvester. (By Hans Wastlhuber & Tucvbif, CC BY-SA
2.5, hitps://commons.wikimedia.org/w/index.php ?curid="7568735)

18. Driver’s cab: the box where the driver sits.
19. Engine: the engine of the combine harvester.
20. Unloading auger: used to take the grain out of the grain tank.

21. Impeller: moves straw towards straw walkers.

A.2.1 Functionality

The key functions of a combine harvester are the following:

Reaping™: is the process of cutting and gathering ripe crops.

is the process of removing the grain from the chaff. This is typically carried
out by bashing the grain and chaff using a threshing drum, which loosens the grain

from the chaff.

[Winnowing™: is the process of separating the grain from the chaff. This is typically ac-
complished by blowing the lightweight chaff away from the grains.

A typical combine harvester will perform these three actions autonomously, while a human
operator is sitting in the driver’s cab and controlling the vehicle.

The task of the [ACH|is to be able to perform these three functionalities while driving in
the crop field autonomously, and harvesting chosen crops. There are a lot of system parts
that need to collaborate to create a fully autonomous combine harvester. Examples of parts
that need to be developed are autonomous path planning, autonomous control, autonomous
detection of obstacles and more.
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A.3. Scope of Standards

A.2.2 Operating Environment

The amount of harvesting periods per year differs in every country. In Denmark the harvest-
ing season is typically between July and August, while in Indonesia the harvesting season
is more spread out during the year, and typically in February-March, July-August and
November-December [53|. This means the system must be able to operate in all types of
weather, humid, cold, hot, etc.

A.3 Scope of Standards

The ISO standard 18497: Agricultural machinery and tractors - Safety of highly automated
agricultural machines - Principles for design |54] must be addressed during the development
of the system. This standard has its main focus on defining standards for the safety aspects
of an automated agricultural vehicle, e.g. safety distances. It briefly describes the possi-
ble hazards that can occur during system operation, safety requirements and methods for
verification and validation of the safety requirements and risk reduction measures.

This standard gives insight into possible hazards and safety requirements for autonomous
agricultural vehicles operating in fields. It does not contain a detailed safety description
of specifically a combine harvester, and therefore other relevant standards may be used to
extend this.

The ISO standard 4254-7: Agricultural machinery - Safety - Combine harvesters, forage
harvesters, cotton harvesters and sugar cane harvesters |55] may be used as an extension
to the ISO 18497 standard. However this standard is not targeted to autonomous combine
harvesters, but it can be used when defining the detailed safety requirements and hazards of
an operating combine harvester.

Another relevant standard is the ISO standard 26262: Road Vehicles - Functional Safety [4].
This standard has its focus on the safety of road vehicles, such as cars. Although this
standard does not focus on the functional safety of agricultural vehicles directly, it may be
used as background knowledge.

A.4 Risk assessment

The purpose of performing a risk assessment of hazards was described in section A risk
assessment was performed on each of the five hazards:

H1: Collision with object

H2: Damage to unharvested crops
H3: Fire ignition

H4: Damage to harvesting machinery

H5: Contamination of harvested crops
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A 4. Risk assessment

Table describes the reasons why the specific hazard probabilities were chosen for each
hazard. These reasons were based on a simple domain analysis, but in reality domain experts
should be included in this process, in order to make the best decisions when determining the
risk of each hazard.

Identified | Hazard proba- | Argumentation
Hazard bility
H1 Medium There are many factors that may result in this hazard
occurring. Many of these factors are related to the envi-
ronment that the system will be operating in, meaning
it is not possible to control them. The object detection
subsystem will be designed to fuse the data from the
various sensors used, and therefore decrease the proba-
bility of an error occurring from one sensor. Therefore
the probability of this hazard is chosen to be medium.
There may be unforeseen events in the environment that
may lead the hazard occurring.

H2 Low Most of the events that lead to this hazard are con-
trollable and unlikely to occur. Therefore the hazard
probability is chosen to be low.

H3 Low The events that lead to this hazard are unlikely to occur,
and therefore the probability has been decided to be low.
H4 Low The events that may lead to this hazard are associated

with H1 and H3. The probability of the system colliding
with an object is medium, but it is determined that
the probability of the system colliding with an object
that will damage the harvesting machinery is very low.
The probability of the machine igniting is also low. The
overall probability of this hazard occurring is therefore
determined to be low.

H5 Low The probability of the events that may lead to this haz-
ard occurring are low, and therefore the probability is
set to be low.

Table A.1: Description of the arguments for why the hazard probability was chosen as it
was.

Table describes the arguments for the choice of accident severity.
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A.5. Safety Requirements

Identified | Accident Argumentation
Hazard severity
H1 High A combine harvester is large and heavy, it can weigh

around 16 tons. If such a vehicle collides with a living
creature, a car, or any other property, then it will dam-
age that object. The worst case would be costing human
lives.

H2

Medium Damaging of unharvested crops can vary in accident
severity depending on the amount of unharvested crops
that are damaged.

H3

High If a fire starts in the vehicle, the consequences may be
severe. The worst case scenario would be, that the ve-
hicle itself is damaged, and the dry crops on the field
burn down.

H4

Medium This depends on the amount of damage done to the ve-
hicle.

H5

Low A combine harvester can by itself transport a smaller
amount of harvested crops, and therefore they will typ-
ically drive with a tractor and a wagon besides them.
The amount of harvested crops that can be damaged is
not that high, and therefore the severity is set to be low.

Table A.2: Description of the arguments for why the accident severity was chosen as it was.

A.5 Safety Requirements

The top-level safety requirements of the system are derived by studying the standards de-
scribed in section [A.3] and the hazard analysis of the system described in appendix [B] [21]

16]. The main safety requirements relevant for this thesis project are described below:

SR1: The system shall enter a safe-state if an engine failure occurs [54].

SR2: The system shall enter a safe-state if the communication with the supervisory
controller is lost [54].

SR3: An audible alarm shall be initiated and remain on for a specified amount of
time, before the engine of the vehicle is turned on [54].

SR4: The operator must be able to stop the system, using a control which is easily
accessible [54].

SR5: The system shall detect the length of the header attached to the vehicle, and
check if it corresponds to the chosen header by the operator.

SR6: The system shall be able to detect and maintain operation during the failure of
one sensor.
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A.6. Goal Structuring Notation

e SR7: The system shall be able to detect the failure of the lighting mounted on the
vehicle during the dark.

e SR8: The system shall be able to detect if the sensor range is decreased due to
environmental conditions, such as fog.

e SR9: The system shall be able to brake in time to avoid collision with an obstacle, in
normal operating conditions, and also in foggy surroundings.

A.6 Goal Structuring Notation

Figures and together represent the for avoiding collision with obstacles. Ta-
ble [A-3] describes each of the components shown in the two figures.

G1

ACH avoids collision with
obstacles under normal
operating conditions

ACH is the Autonomous Combine
Harvester, see section 1.2.1 for
system description and operating
conditions

Fault-tree analysis of H1,
> see appendix B for further
details

S1

Argument by breakdown
over control system
architecture elements

Subsystems are described in

ontrol System Architecture

G2 G3 G4
Obstacle detection ; . . '
f Braking subsystem is Supervisory controller logic
subsystem is acceptably b f : bl f
safe acceptably safe is acceptably safe

<& <& <&

Figure A.2: The diagram with the top-level claim "The Autonomous Combine Har-

vester avoids collision with obstacles under normal operating conditions", with details of S1
continuing the diagram in figure [3.6]
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A.6. Goal Structuring Notation

C2

G1
ACH avoids collision with
obstacles under normal
operating conditions

ACH is the Autonomous Combine
Harvester, see section 1.2.1 for
system description and operating

conditions details

S2

Argument by omission
of all identified
hazardous events
in H1 related
to subsystems

A1l

All hazardous events related to
subsystems are identified

Subsystems are described in

ontrol System Architecture

G5

The system can tolerate
decreased sensor
performance

S3

A2
Argument by omission
of all identified root
causes of H1

All root causes related to
subsystems are identified

G6 G7 G8
The system can tolerate
The system can tolerate The system can tolerate > SY
- s . inaccurate sensor
operating in dense fog operating in heavy rain
measurements
oosn T oTTsn2 e 7 sn3 e
’ Co-simulation ! Co-simulati \ ;/ Co-simulation
: lO-SII;(ﬂ(;Jalonf ' : lO-SI;T’Ir:JaIOH o  results of scenarios |
1 results of dense fog ! ;results of heavy rain| \ with inaccurate !
' scenarios K : scenarios B | /

\

sensor .

Figure A.3: The diagram with the top-level claim "The Autonomous Combine Har-
vester avoids collision with obstacles under normal operating conditions", with details of S2
continuing the diagram in figure [3.6]
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A.6. Goal Structuring Notation

ID Description

G1 The top-level goal of the GSN, which was arisen from C1, and C2 contains
information about the system operating environment.

C1 The fault-tree analysis of Hazard 1: Collision with object.

C2 The system description introduced in the early phases of the safety case.

S1 The strategy adopted to fulfill the claim. The argument will be constructed
by breaking down the safety goal into safety goals of subsystems. This will
be done using the model of the individual elements shown in M1.

M1 A model of the control architecture system, showing the relationship between
the subsystems supervisory control logic, object detection, and braking sub-
system.

G2 The safety goal of the object detection subsystem, which must be satisfied
by supporting evidence.

G3 The safety goal of the braking subsystem, which must be satisfied by sup-
porting evidence.

G4 The safety goal of the supervisory control subsystem which must be satisfied
by supporting evidence.

S2 The strategy that will be used to prove the hazardous events that may lead
to H1 are mitigated.

S3 The strategy that will be used to prove the root causes that may lead to H1
are mitigated.

Al The assumption that all the hazardous events related to the system are
identified.

A2 The assumption that all the root causes related to the subsystems are iden-
tified.

G5 The safety goal illustrating the system can operate safely in conditions with
decreased sensor performance.

G6 The safety goal related to the event of the system operating in dense fog
conditions.

G7 The safety goal related to the event of the system operating in heavy rain
conditions.

G8 The safety goal related to the event where inaccurate sensor measurement
occur.

Snl The evidence that supports the safety goals G6. The evidence will be con-
structed using [co-simulation] results of relevant scenarios.

Sn2 The evidence that supports the safety goals G7. The evidence will be con-
structed using [co-simulation] results of relevant scenarios.

Sn3 The evidence that supports the safety goals G8. The evidence will be con-
structed using [co-simulation] results of relevant scenarios.

Table A.3: Descriptions of the elements in the Goal Structuring Notation in figures and

A3
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Appendix B

Hazard Analysis

B.1 Introduction

This chapter describes the hazards defined in section in detail, where the root causes of
each hazard will are presented. A fault tree is created for each hazard. The fault trees are
split up into multiple figures, due to the size of the tree. The figures are connected to each
other using dotted arrows, as can be seen in figure [B.I} where the root causes of events A
and B are continued in following figures.

B.2 Hazard 1: Collision With Object

This section describes the hazard analysis for the system colliding with an object. This
hazard describes the system colliding with an object. The object can for example be a living
animal, another machine in the field, trees or a hedge.
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B.2. Hazard 1: Collision With Object

H1: Collision with

Object

A B D E
Communication
Obstacle not detected Obstacle detection Failure of braking Incorrect setup of failure between main
by sensor algorithm failure mechanism machine computer and
sensors/actuators
v v v

Mounted header
different than
header selected in
software setup

Power failure

D1 E1

Figure B.1: First part of the fault tree of Hazard 1 - Collision with Object.
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B.2. Hazard 1: Collision With Object

Event ID Event Description

A Obstacle not detected by sensor. | The sensor(s) does not measure the ob-
stacle.

B Obstacle detection algorithm fail- | The obstacle detection algorithm fails

ure. at detecting a present obstacle.

C Failure of braking mechanism. The vehicle fails to brake in time, and
therefore collides with object.

D Incorrect setup of machine. Fault due to human error, where the
setup of the machine is done incor-
rectly.

D1 Mounted header different than | A possible root cause of event C. It de-

header specified in software setup. | scribes the event where a human op-
erator incorrectly sets up a different
header in the user interface, than the
actual header mounted on the machine.
E Communication failure between | The communication between the main
main computer and sensors/actu- | computer that is processing the data
ators. from the sensors and controlling the ac-
tuators fails.

E1 Power failure. A possible root cause of event D. If the

power supply fails.

Table B.1: Descriptions of the events in the fault tree in figure .
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B.2. Hazard 1: Collision With Object

Obstacle not detected

by sensor

Al A2 A3 A4 A5 |
Decrea_sgql camera Decreased LIDAR Decreased radar Sensor malfunction Inaccurate sensor
visibility performance performance measurement
v

Insufficient

Camera view

illumination obscured

v v

Figure B.2: Second part of the fault tree for Hazard 1 - Collision with Object, that is shown

in figure B.I} This fault tree shows the main causes for the A: Obstacle not measured by
sensor.
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B.2. Hazard 1: Collision With Object

Event ID

Event

Description

Al

Decreased camera visibility.

The visibility of the camera is too low
to be able to properly detect obstacles.

Al.1

Insufficient illumination.

One of the possible causes of event A1.
If the illumination of the surroundings
is too low.

A1.2

Camera view obscured.

One of the possible causes of event A1.
The obscurant may:

- Blur the edges of the obstacle.

- Decrease the visibility of the obstacle
from the vehicle’s point of view.

A2

Decreased LiDAR performance.

If the LiDAR performance, i.e. the
range or accuracy, is decreased due to
environmental conditions.

A3

Decreased radar performance.

If the radar performance is decreased.

A4

Sensor malfunction.

If the sensor(s) stop functioning as in-
tended.

Ad

Inaccurate sensor measurement.

Sensors measurements may drift over
time. Some sensors have a minimum
detection range when mounted on a dy-
namic vehicle [34, 56| 57|, which may in
some cases result in inaccurate sensor
measurements.

Table B.2: Descriptions of the events in the fault tree in figure .
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B.2. Hazard 1: Collision With Object

A1l

Insufficient
illumination
Al11 1 Al1.2
Insufficient lighting at Insufficient lighting at
nighttime daytime
At.1.2.1
A1.1.1.2 Bad weather
conditions
Material(s) —
stuck on light Light is off
A1.1.1.1
Dark and Dense fog
Software cloudy skies
Power Failure tlncor(;elc_:tlgt
urnec lig A1.1.2.1a A1.1.2.1b
off
Al.1.1.2a A1.1.1.2b

Figure B.3: This fault tree shows the root causes for A1.1: Insufficient illumination, and is
a continuation of the fault tree in figure
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B.2. Hazard 1: Collision With Object

Event ID

Event

Description

Al.1.1

Insufficient lighting at nighttime.

This event is one of the possible causes
of the event A1: Decreased camera vis-
wbility. If there is not sufficient lighting
in front of the vehicle, then the image
quality and /or the visibility of the cam-
era may be decreased.

Al.1.1.1

Material(s) stuck on light cover,
such as dust or mud.

It is possible that dust or mud may
stick to the lights mounted on the vehi-
cle, therefore covering the lights and de-
creasing the amount of lighting in front
of the vehicle.

A1.1.1.2

Light is off.

If the lights mounted on the vehicle are
turned off, there will not be any light-
ing at all, therefore affecting the cam-
era visibility greatly.

Al.1.1.2a

Power Failure.

This is one of the possible root causes
of event A1.1.1.2.

A1.1.1.2b

Software incorrectly turned light
off.

This is one of the possible root causes
of event A1.1.1.2. If the software is not
implemented correctly, it may turn off
the lights even though they should be
turned on.

Al1.1.2

Insufficient lighting at daytime.

This event is one of the possible causes
of the event A1: Decreased camera vis-
wbility.

Al1.1.2.1

Bad weather conditions.

This is a possible cause of the event
A1.1.2. 1f the weather conditions are
bad, they may lead to decreased illu-
mination in front of the vehicle.

Al.1.2.1a

Dark and cloudy skies.

This is a possible root cause of the
event A1.1.2. During daytime there
will be light from the sun, but if the
sky is cloudy and dark, then the light-
ing from the sun will be prevented from
fully illuminating the environment in
front of the vehicle.

A1.1.2.1b

Dense fog.

A dense fog around the vehicle and
camera will decrease the illumination
and therefore decrease the visibility of
the camera [28].

Table B.3: Descriptions of the events in the fault tree in figure .
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B.2. Hazard 1: Collision With Object

A12 vy

Camera view
obscured

[

Material(s) on Heavy rain or
camera, such snow Dense fog
as dust or mud

Swarm of
insects

A1.2.1 A122 A1.2.3 A1.2.4

Figure B.4: This fault tree shows the root causes for A1.2: Camera view obscured, and is a
continuation of the fault tree in figure [B.2]

Event ID Event Description

Al1.2.1 Swarm of insects. During nighttime, the lights mounted
on the machine will be turned on, in
order for the camera to capture images
and process them. Insects are typically
attracted to light, and therefore it is
possible that there will be swarms of
insects obscuring parts of the view of

the camera.
A1.2.2 Material(s) on camera such as | When the vehicle is driving in the field,
dust or mud. materials such as dust or mud may stick
to the camera, obscuring parts of it.
A1.2.3 Heavy rain or snow. If it starts raining or snowing heavily,

the rain/snow will be in between the
line of sight from the camera to an ob-
stacle, making it difficult to detect ob-
jects.

Al.2.4 Dense fog. A dense fog in the field will decrease the
visibility of the camera by decreasing
the visible range of the camera [28].

Table B.4: Descriptions of the events in the fault tree in figure .
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B.2. Hazard 1: Collision With Object

A2 v

Decreased LiDAR
performance

A

Heavy rain or
snow

Dense fog

A2.1 A2.2

Figure B.5: This fault tree shows the root causes for A2: Decreased LiDAR performance,
and is a continuation of the fault tree in figure

Event ID Event Description

A2.1 Dense fog. Foggy surroundings may decrease the
performance of LIDARs [26], leading to
a lower accuracy or range.

A2.2 Heavy rain or snow. Rain or snow may decrease the perfor-
mance of LiDARs [27], leading to a
lower accuracy or range.

Table B.5: Descriptions of the events in the fault tree in figure .
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B.2. Hazard 1: Collision With Object

Figure B.6:

Obstacle detection
algorithm failure

Obstacle not detected False negative
by sensor

v

This fault tree shows the root causes for B: Obstacle detection algorithm mal-

function, and is a continuation of the fault tree in figure

Event ID Event Description

A Obstacle not detected by sensor. | This is described in table |B.1l

B1 False negative. The obstacle detection algorithm may
incorrectly misclassify an obstacle.

Table B.6: Descriptions of the events in the fault tree in figure .
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B.3. Hazard 2: Damage to Unharvested Crops

cC__ v

Failure of braking
mechanism

A

C1

( Software failure }

c2

( Hardware failure }

Figure B.7: This fault tree shows the root causes for C: Failure of braking mechanism, and

is a continuation of the fault tree in figure [B.1]

Event ID Event Description

C Failure of braking mechanism. This is described in table |B.1l

C1 Software failure. Failure of the software that controls the
brakes in the vehicle.

C2 Hardware failure. Failure of the hardware used for brak-
ing in the vehicle.

Table B.7: Descriptions of the events in the fault tree in figure .

B.3 Hazard 2: Damage to Unharvested Crops

This hazard describes the system damaging other crops, which are not ready to harvest.
Figure B.§ shows the fault tree of the hazard, and table [B.§ describes the components in the

fault tree.
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B.3. Hazard 2: Damage to Unharvested Crops

H2: Damage to

Unharvested Crops

Vehicle drives over

H3: Fire ignition -
unripe crops

Incorrect setup of Failure of positioning
vehicle route device

Power
failure

B1.1 B2.1

Figure B.8: Fault tree of Hazard 2 - Damage to Unharvested Crops.

AARHUS
/\J UNIVERSITY

90 DEPARTMENT OF ENGINEERING



B.4. Hazard 3: Fire Ignition

Event ID Event Description

A H3: Fire ignition. One of the causes of the vehicle to dam-
age unharvested crops, is if a fire is
started in the vehicle. This may spread
to the other fields in the farm, and
therefore damage unharvested crops.

B Vehicle drives over unripe crops. | If the vehicle incorrectly drives over
crops that are not ready to be har-
vested.

B1 Incorrect setup of vehicle route. | If the route the vehicle must drive is

set up incorrectly, so the vehicle drives
over unripe crops that aren’t meant to
be harvested.

B1.1 Human error The root cause of this may be a hu-
man incorrectly setting the route. This
could for example be if the operator for-
gets to update the route of the vehi-
cle, leading the vehicle to drive an old

route.

B2 Failure of positioning device The device used to retrieve the vehicle’s
position fails.

B2.1 Power failure A root cause for the positioning device

to fail, is a power failure.

Table B.8: Descriptions of the events in the fault tree in figure .

B.4 Hazard 3: Fire Ignition

This hazard describes different scenarios where fire may be ignited in the machine. Figure
shows the fault tree of the hazard, and table describes the fault tree components.

H3: Fire Ignition

Dust, debris or crop Extremely windy, high

Qil or fuel leak temperatures and low
relative humidity

Knife in cutter bar
subject to friction

residue inside high
temperature areas of
machinery

Figure B.9: Overview of the fault tree of Hazard 3 - Fire Ignition.
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B.5. Hazard 4: Damage to Harvesting Machinery

Event ID Event Description
A Dust, debris or crop residue in- | The combinations of these types of
side high temperature areas of | materials accumulating inside the ma-
machinery. chine, near the engine or areas with
very high temperatures may lead to a
fire [58].
B Oil or fuel leak. An oil or fuel leak near the engine may

lead to a fire, if the temperature of the
engine is high enough.

C Extremely windy, high tempera- | In certain environmental conditions,
ture and low relative humidity. there may be a high risk of a fire start-
ing, if it is windy, high temperature and
a low relative humidity [59].

D Knife in cutter bar subject to fric- | The reason for friction may be if the
tion. knives are poorly maintained. If a knife
in the cutter bar is subject to enough
friction, the temperature of the metal
may increase, and if in contact with dry
grain, it may lead to a fire [5§].

Table B.9: Descriptions of the events in the fault tree in figure .

B.5 Hazard 4: Damage to Harvesting Machinery

This hazard describes the different objects, or conditions that may lead to damage of the har-
vesting machinery. Figure shows the fault tree of the hazard, and table describes

the fault tree components.
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B.5. Hazard 4: Damage to Harvesting Machinery

H4: Damage to

Harvesting
Machinery
A B C
H3: Fire ignition Smaller objects H1: Collision with
’ 9 entering machinery object
: \
v
B1 B2
Stones Debris

Figure B.10: Overview of the fault tree of Hazard 4 - Damage to Harvesting Machinery.
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B.6. Hazard 5: Contamination of Harvested Crops

Event ID Event Description

A H3: Fire ignition. This refers to hazard 3. The descrip-
tion of this hazard and it’s root causes
are described in table B9 If a fire
is ignited in the machine, for example
near the engine, then the vehicle will be

damaged.
B Smaller objects entering machin- | If small objects enter the machinery,
ery. they may damage parts of the machine.
B1 Stones. A stone trap exists in each combine

harvester nowadays, but it is still possi-
ble that some stones do not get caught
by the stone trap and move on through
the vehicle.

B2 Debris. If debris enters the vehicle it may dam-
age parts of it.
C H1: Collision with object. If the vehicle collides with a large or

heavy object, it may damage the vehi-
cle. A more detailed description of this
hazard can be found in table [B.1]

Table B.10: Descriptions of the events in the fault tree in figure m

B.6 Hazard 5: Contamination of Harvested Crops

This hazard describes the conditions that may lead to contamination of harvested crops.
Figure shows the fault tree of the hazard, and table describes the fault tree

components.
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B.6. Hazard 5: Contamination of Harvested Crops

H5: Contamination
of Harvested Crops

[

H3: Fire ignition

B

Animals pulled into
machinery

B1

H1: Collision with
object

v

Figure B.11: Overview of the fault tree of Hazard 5- Contamination of Harvested Crops.

Event ID

Event

Description

A

H3: Fire ignition.

If the vehicle ignites and burns the har-
vested crops. This refers to hazard 3.
The description of this hazard and it’s
root causes are described in table |B_9|

Animals pulled into machinery.

It is common that animals will lay on
the field, where it may sometimes be
difficult to detect these animals. If the
animal gets into the machinery, where
their remainings will contaminate the
harvested crops.

B1

H1: Collision with object.

A reason why the vehicle drives into an
animal. This refers to hazard 1. The
description of this hazard and it’s root

causes are described in table |m|

Table B.11: Descriptions of the events in the fault tree in figure

95

AARHUS
/\J UNIVERSITY

DEPARTMENT OF ENGINEERING




Appendix C

Modelling and Co-simulation

C.1 Modelling Tools

The specific modelling tools that have been used for simulation in this project are described
in the following sections.

C.1.1  20-Sim

The tool used for modelling and simulating the dynamics of the vehicle is called QO—Simﬂ
20-sim is a program that allows modelling mechatronic systems graphically, using equations,
block diagram or physics blocks. The tool contains many elementary models that can be
put together to form a larger physical model.

C.1.2 Overture

The tool Quverture is used for modelling and simulating the discrete-time controller of the
systemP] The language used to realize the controller is VDMRT, which stands for the Vienna
Development Method Real-Time, and is a formal modelling language.

C.1.3 PyFMU

The tool PyFMU is a Python framework that can be used to create models using Python
and export these models to [FMUK’|

C.1.4 INTO-CPS

INTO-CPS stands for Integrated Toolchain for Cyber-Physical Systems, which allows collab-
orative modelling and simulation of cyber-physical systems. The co-simulation engine is|[F'MI
2.0 compliant, making it easy to combine different subsystems into a larger cyber-physical

"https://www.20sim. com/
?http://overturetool .org/
3https://github.com/INTO-CPS-Association/pyfmu
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C.2. Functional Mock-up Units

system. INTO-CPS allows performing co-simulations with fixed and variable step sizes, and
the ability to perform design-space exploration (DSE). The purpose of performing DSE is to
evaluate different designs of a model without the need to physically implement each design
in the true system. DSE results are reported in a concise way either using a ranking function
or determining the pareto optimal front [60].

C.2 Functional Mock-up Units

This section describes the [Functional Mock-Up Units (FMUk) used and developed in this
thesis project.

C.2.1 Controller
This was reused from an example project from INTO-CPSY The model is described

in the article [61]. The controller is a pure-pursuit controller [62], with a default look-ahead
distance of 1 meter.

The purpose of this is to control the vehicle to follow a given route. The route is
given as a csv file with x- and y-coordinates that the vehicle must follow. This file must be
called "route.csv" and placed in the same folder as the [FMU] The vehicle always starts its
position at (0,0). These characteristics of the model were only possible to determine, since
the code of model was also given with the [FMU] of the model. If the code was not given, it
would not be possible to change the route of the vehicle, or its starting position. Figure
illustrates which of the relevant characteristics of the Controller model were found in the
[FMU] model description, in this case the speed parameter. The figure also demonstrates the
model characteristics that were found by studying the code of the model written in VDMRT,
in this case the path file and the start position of the vehicle.

Controller Model

path: route.csv
start position: (0.0, 0.0) 'fm i speed ref: X m/s

Code FMU
| —

Figure C.1: An illustration of the main characteristics of the Controller model used in this
thesis project.

These characteristics of the model defined inside the code, and not included in the [FMU] pa-
rameters, illustrates the challenges of reusing models which are not sufficiently documented.

‘https://github.com/INTO-CPS-Association/example-autonomous_vehicle
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C.2. Functional Mock-up Units

C.2.2 Vehicle

This was reused from an example project from INTO—CPSﬂ. The model was developed
together with the Controller model and is described in [61].

The model of the vehicle is based on a bicycle model, but with four wheels instead of two.
The default weight and dimensions of the vehicle are different than the ones of a combine
harvester. It is possible to change these values so the vehicle dynamics are more similar
to a combine harvester. The vehicle model is steered on its front wheels, while combine
harvesters are steered on their rear wheels.

The weight was changed to 16 tons, and the dimensions were also changed to fit the dimen-
sions of the Fendt Ideal 10T [9], but the experiments with these values didn’t show a change
in the dynamics of the vehicle. For example the braking distance was observed to be the
same. The default values were used when testing the model, since the main purpose was
to test the safety of the system regarding the collision avoidance subsystem. It was there-
fore not necessary for the dynamics of the vehicle to be completely similar to the vehicle
dynamics. A simple bicycle model could have also been used in this case.

C.2.3 Environment

This model was implemented in PyFMU. The main purpose of this model is to model the
environment of a vehicle. The steps carried out in this model are described below:

1. Upload environment image containing obstacles
2. Detect contours in image
3. Find minimum enclosing circle of contour of each obstacle

4. Define object position and size by center of circle (x,y) and radius (r)

Each of these steps is done using the Python library OpenCVﬂ The first step consists of
uploading a plain image which contains coloured objects. Figure [C.5 illustrates a possible
environment image that can be used. The next step is to detect the contours of each of
the objects in the image, followed by finding a minimum enclosing circle of each obstacle.
Figure illustrates the contours of each object, the minimum enclosing circle found, and
the center of each circle. The positions and size of each object is defined by the center of the
circle, and the radius of the circle. Thus each object id modelled as a circle with a center
and radius. The positions and centers of each circle found are the outputs of this [FMU]

Shttps://github.com/INTO-CPS-Association/example-autonomous_vehicle
Shttps://opencv.org/
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Figure C.2: An illustration of how the environment model finds the contours of each object,
then finds the minimum enclosing circle of each of these objects.

The model of the environment is simple, and abstracts the fact that an autonomous vehicle
will not be able to determine the complete size of an object, i.e. if viewing an object from
one angle, it is not possible to determine how long the object is on the other side.

By representing each object as a circle, the autonomous vehicle will only be able to detect
the circular obstacles, meaning that the vehicle may stop before actually being close to the
true obstacle. This is chosen an as abstraction to easier model each obstacle and be able to
exchange information about obstacles in a more simple manner than defining the complete
contour. This also makes it easier to calculate the distance from the vehicle to each object.
The inputs of this [FMU| are an image, and the outputs are the positions and radius of the
objects found in the image.

The current limitations of this model are that it only represents static and predefined objects.
It would be relevant to extend this model in the future to incorporate dynamic obstacles.
This can for example be done using a video and defining a correspondence between time and
obstacle position.

C.2.4 Sensor

This model was implemented in PyFMU. The main purpose of this model is to model the
object detection system of a vehicle. This model is developed at a high abstraction level,
where the results from the fused data of each sensor is modelled. The specific sensors that
will be used in the real physical system are yet unknown, but most likely cameras, LIDARs
and radars will be used.

In order to model an object detection system which can be adapted to different environmental
conditions, two main characteristics were implemented. These characteristics are described
below:

Detection range: It is possible to set a minimum range and a maximum range for the
sensor to detect an object. This can be used to model a change in the environment,
i.e. foggy surroundings. It can also be used to model different sensors with different
view ranges.

False positives: It is possible to inject a fault in the sensor, and model false positive objects.
It is possible to set the minimum and maximum range in which false positive objects
may occur. This is characteristic used to model faults that may occur, where the
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sensor may incorrectly detect objects. The parameter, mean time to failure] is used to
determine the failure rate when generating false positives. The jmean time to failure]
is described in seconds, which is an exaggeration in real life systems. But is set to
seconds to model the life time of the system during the co-simulation.

The detection range is set using the minimum and maximum range parameters of the [FMU]
The distance between the vehicle and object is calculated using formula

mm_dzst = ’\/(xpoint - xcircle)Q + (ypoint - ycircle)2 — Tcircle (Cl)

A comparison is performed checking if the distance is in the range of the sensor. If it is, then
the object is added to one of the detected obstacles. The detected obstacles are represented
with the center of the circle (x,y) and its radius (r).

The false positives are generated by performing the following steps:

1. Calculate the amount of false positives that occur, by taking a random number from
a Poisson distribution E| The event rate, A, is calculated by converting the
to a failure rate per second. This is used as the event rate of the Poisson
distribution.

2. The position of each false positive is then found by taking random numbers from a
Uniform distributionP]

A Poisson distribution was chosen since the number of false positive events that can occur
in a single time frame can vary. It is possible that multiple false positive events occur. It is
important to note the assumption made in this case. The assumption is that false positive
events occur independently from each other, which is primarily not the case. For example,
a false positive event may occur due to reflection of dense fog in the LiDAR or detection of
dense fog as an object. In such an event, false positives will in reality occur dependently of
each other, where a number of false positives occur on and off in subsequent time frames.
The assumption that false positive events are independent was used to create a simple model
of false positive occurrences.

A Uniform distribution was chosen, with the assumption that a false positive can occur
anywhere around the vehicle.

The inputs of this are the objects in the environment and the current vehicle position.
The outputs of this [FMU] are the detected objects within the sensor range.

Since this model is at a high abstraction level, details such as echos from LiDAR are not
modelled, and therefore this model can be used in various systems, which have an object
detection subsystem. If more details are needed, then it is possible to model each sensor,
and create a model that fuses the data from each of these.

"https://www.varsitytutors.com/hotmath/hotmath_help/topics/shortest-distance-between-
a-point-and-a-circle
®https://www.probabilitycourse.com/chapter3/3_1_5_special_discrete_distr.php

9https://www.probabilitycourse.com/chapter4/4_2_1_uniform.php
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C.2.5 Monitor

This model was implemented in PyFMU. The main purpose of this model is to perform live
plotting of the vehicle driving in the environment with obstacles. The model receives the
vehicle position, the environment image, and the positions of the obstacles detected by the
sensors. The position of the vehicle is plotted, together with the minimum and maximum
range of the sensor, and the objects detected by the sensor.

The live plotting is performed by creating a new thread, and plotting the received data while
running on the newly created thread.

C.2.6 Supervisory Controller

This model was implemented in PyFMU. The main purpose of this model is to act as a
safety controller, that will stop the vehicle in the case where the system may pose a threat
to its surroundings. The main steps carried out in this model are described below:

1. Calculate the braking distance of the vehicle from the current speed.
2. Compare braking distance with maximum sensor range.
3. If braking distance is larger than sensor range, calculate and set new vehicle speed.

4. Calculate distance between vehicle and obstacles detected by sensor [FMU] If the ob-
stacle is within the calculated braking distance, perform a safety stop, by setting the
vehicle speed to 0 m/s.

The first step consists of calculating the braking distance of the vehicle from the current
speed. The formula used to calculated this is simplified with many abstractions, and is
defined in equation [£.1] The second step consists of comparing the braking distance and
the maximum range of the sensor. In step three, if the braking distance is greater than the
maximum sensor range, then a new vehicle speed is calculated and set using equation [1.1]
The fourth step consists of calculating the distance from the vehicle to the obstacle, using
the formula defined in equation [C.I} The braking distance of the vehicle is calculated from
the current speed of the vehicle. If the obstacle is within the braking distance calculated,
then a safety stop will be performed, by setting the speed of the system to 0 m/s.

The inputs to this [FMU] are the vehicle position, speed set point from the controller, and
the obstacles detected by the sensor. The output of this [FMU]is the speed set point of the
vehicle.

C.2.6.1 Test Results

Table contains the results of testing different values of the safety margin used. The
chosen safety margin value was 0.5 meters, since this was the only value that stopped at
least 10cm away from the obstacle at all the tested speeds.
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Speed [7] Safety margin [m] Distance to obstacle [m)]
1 0 -0.01
1 0.3 0.07
1 0.4 0.142
1 0.5 0.213
2 0 -0.01
2 0.3 0.028
2 0.4 0.028
2 0.5 0.14
3 0 -0.013
3 0.3 0.027
3 0.4 0.027
3 0.5 0.211

Table C.1: The results of testing how well the system brakes with different values of the
safety margin. The chosen safety margin was 0.5 meters, since at all speeds the vehicle stops
at least 10cm away from the obstacles.

To test the model functioned as expected, the following tests were performed and succeeded:

e Test the system in map1, with the safety of the supervisory controller turned on, where
the system performs a safety stop before colliding with an obstacle. The sensor range
is set to [0.5; 2] meters, the vehicle speed is 2m/s.

e Test the system in mapl, with the safety of the supervisory controller turned off, where
the system does not perform a safety stop and therefore collides with an obstacle. The
sensor range is set to [0.5; 2] meters, the vehicle speed is 2m/s.

e Test the system in mapl, with the safety of the supervisory controller turned on, where
the system decreases the speed of the vehicle to decrease the braking distance to be
within the maximum sensor range. The sensor range is set to [0.5; 1] meters, the initial
vehicle speed is 3m/s. The initial braking distance was calculated to be 1.3 meters, and
therefore must be reduced. The supervisory controller decreased the speed to 2.3m/s
to decrease the braking distance to 1 meter.

e Test the system in mapl, with the safety of the supervisory controller turned on,
where the system decreases the speed of the vehicle to decrease the braking distance
to be within the maximum sensor range. The sensor range is set to [0.5; 1] meters, the
vehicle speed is 2m/s. The initial braking distance was calculated to be 0.87 meters,
and therefore the supervisory controller did not change the speed of the vehicle.

C.3 General Characteristics

This section describes some general characteristics of the methods used when implementing
the models.
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C.3.1 Visualizing Results

When running a co-simulation it is common practice to plot the values of the variables
exchanged between models throughout time. These plots contain the time represented in
the x-axis, and the value of the variable represented in the y-axis. In many cases this is
a sufficient visualization method for the developer to easily follow the progress of the co-
simulation while it is running. In other cases, such as in this thesis, it would be of more value
to the developer, if the visualization showed the current x and y positions of the vehicle.
Figure [C.3] shows the two techniques for visualizing the vehicle x- and y-positions. The
strength of visualization method a, is that other values with different units may be plotted
at the same time. The strength of visualization method b, is that a human can easily
understand what is going on with the vehicle, and if it is operating as it should. This
especially aids the developer, when this plot is made live during the co-simulation, where
obstacles detected by the sensor are also plotted. This allows the developer to observe how
the vehicle operates when it approaches an obstacle, if the obstacle is detected by the vehicle,
and if the vehicle stops in time to avoid a collision with the obstacle.

Vehicle x- and y- coordinates at given times

0 — Vehicle route driven so far

Y 7

20

value

E @ robot positions
B

10

Y, 2
] 1

0 100 200 300 100 s00 0
time [ms]

0 10 2 1 40

(a) Plot of the x- and y-position values of xml

the vehicle so far during the co-simulation, (b) Plot of the route that the vehicle has
where the x- and y-positions are displayed driven so far during the co-simulation, where
on the y-axis, and the current time is dis- the x- and y-positions are each displayed on
played on the x-axis. their own axis.

Figure C.3: Two different techniques for visualizing the x- and y-position of the vehicle
during a co-simulation.

C.3.2 Connecting Vectors between FMUs

The implemented in this thesis adhere to the latest defined FMI standard, FMI
2.0 [25]. The standard does not yet contain a definition for exchanging vectors as a datatype,
which was problematic for some of the [FMU] connections. Therefore a work-around was
implemented, as shown in figure [C.4] where a predefined number of connections were set up,
including a parameter indicating the number of connections that were used.
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El obs_x0
. obs_x1
Environment E}

[V [¥]- V]

El obsan

[V]

Figure C.4: A demonstration of how to connect vectorized data between [FMUk by using a
parameter defining the number of, in this case, obstacles that are set.

C.4 Environment Maps

The environment maps used in the test of this system are shown in figures and
which are map 1 and 2 respectively.

" —

Figure C.5: Map 1 used as the environment for the co-simulation scenarios. Each object on
the map is an represented as an obstacle in the environment.

™ @

Figure C.6: Map 2 used as the environment for the co-simulation scenarios. Each object on
the map is an represented as an obstacle in the environment.
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